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The RaspiBolt Guide is now available on GitHub Pages:

https://stadicus.github.io/RaspiBolt/

This repository contains all sources and is used for Issue tracking.
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This guide builds on the easily available and very flexible Raspberry Pi. This amazing piece of hardware is a tiny computer-on-a-chip, costs about $35 and consumes very little energy.




Hardware requirements

It is advisable to get the latest Raspberry Pi for good performance:


	Raspberry Pi 3 Model B or better


	Micro SD card: 8 GB or more, incl. adapter to your regular computer


	USB power adapter: 5V/1.2A (more ampere is fine) + Micro USB cable


	External hard disk: 500 GB or more


	Optional: Raspberry Pi case




[image: _images/10_raspberrypi_hardware.png]Raspberry PiRaspberry Pi 3: a tiny computer for less than $40

I used a Raspberry Pi 3 Model B and set it up with a 8 GB SD card. To run a Lightning node, the full Bitcoin blockchain must be stored locally, which is ~200 GB and growing. I bought a cheap hard disk enclosure and reused an old 500 GB hard disk that was lying around. A modern 2.5” hard disk that is powered by the USB connection to the Pi does work as well, as long as you use a decent power supply (2.5A+).




Download the Bitcoin blockchain

The Bitcoin blockchain records all transactions and basically defines who owns how many bitcoin. This is the most crucial of all information and we should not rely on someone else to provide this data. To set up our Bitcoin Full Node on mainnet, we need to


	download the whole blockchain (~ 200 GB),


	verify every Bitcoin transaction that ever occurred and every block ever mined,


	create an index database for all transactions, so that we can query it later on,


	calculate all bitcoin address balances (called the UTXO set).




:point_right: See Running a Full Node [https://bitcoin.org/en/full-node] for additional information.

Although we will set up the RaspiBolt for the Bitcoin testnet first, the validation of the Bitcoin mainnet blockchain can take several days. This is the reason why we already start this task now.


Using a regular computer

You can imagine that the Raspberry Pi is not quite up to this huge task. The download is not the problem, but to initially process the whole blockchain would take weeks or months due to its low computing power and lack of memory. We need to download and verify the blockchain with Bitcoin Core on a regular computer, and then transfer the data to the Pi. This needs to be done only once. After that the Pi can easily keep up with new blocks.

This guide assumes that you will use a  Windows machine for this task, but it works with most operating systems. You need to have about 250 GB free disk space available, internally or on an external hard disk (but not the one reserved for the Pi). As indexing creates heavy read/write traffic, the faster your hard disk the better. An internal drive or an external USB3 hard disk will be significantly faster than one with a USB2 connection.

We will later format the external hard disk of the Pi with the Ext4 file system, which is suited best for our use case. Using SCP, we then copy the blockchain from the Windows computer over the local network.




Download and verify Bitcoin Core

Download the Bitcoin Core installer from bitcoincore.org/en/download [https://bitcoincore.org/en/download] and store it in the directory you want to use to download the blockchain. To check the authenticity of the program, we calculate its checksum and compare it with the checksums provided.

In Windows, I’ll preface all commands you need to enter with > , so with the command > cd bitcoin , just enter cd bitcoin and hit enter.

Open the Windows command prompt (Win+R, enter cmd, hit Enter), navigate to the bitcoin directory (for me, it’s on drive D:, check in Windows Explorer) and create the new directory bitcoin_mainnet. Then calculate the checksum of the already downloaded program.

> D:
> cd \bitcoin
> mkdir bitcoin_mainnet
> dir
> certutil -hashfile bitcoin-0.17.0.1-win64-setup.exe sha256
a624de6c915871fed12cbe829d54474e3c8a1503b6d703ba168d32d3dd8ac0d3





[image: _images/10_blockchain_wincheck.png]Windows Command Prompt: verify checksum

Compare this value with the release signatures [https://bitcoin.org/bin/bitcoin-core-0.17.0.1/SHA256SUMS.asc]. For the Windows v0.17.0.1 setup binaries, its

32 bit:  400c88eae33df6a0754972294769741dce97a706dc22d1438f8091d7647d5506
64 bit:  a624de6c915871fed12cbe829d54474e3c8a1503b6d703ba168d32d3dd8ac0d3





Usually, you would also need to check the signature of this file, but it’s a pain on Windows, so we will do it on the Pi later on.




Installing Bitcoin Core

Execute the Bitcoin Core installation file (you might need to right-click and choose “Run as administrator”) and install it using the default settings. Start the program bitcoin-qt.exe in the directory “C:\Program Files\Bitcoin”. Choose your new “bitcoin_mainnet” folder as the custom data directory.

[image: _images/10_bitcoinqt_directory.png]Bitcoin Core directory selection

Bitcoin Core opens and starts immediately syncing the blockchain. If your computer has a lot of memory, you can increase the database in-memory cache by adding the following line (with megabytes of memory to use, adjusted to your computer) as well:

dbcache=6000





Save and close the text file, quit Bitcoin Core using File / Exit and restart the program. The program will start syncing again.

Let the blockchain sync for now, we can already start working on the Pi.
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In this section, we will configure the Raspberry Pi and install the Linux operating system.




Write down your passwords

You will need several passwords and I find it easiest to write them all down in the beginning, instead of bumping into them throughout the guide. They should be unique and very secure, at least 12 characters in length. Do not use uncommon special characters, spaces or quotes (‘ or “).

[ A ] Master user password
[ B ] Bitcoin RPC password
[ C ] LND wallet password
[ D ] LND seed password (optional)





[image: _images/20_xkcd_password_strength.png]xkcd: Password Strength

If you need inspiration for creating your passwords: the xkcd: Password Strength [https://xkcd.com/936/] comic is funny and contains a lot of truth. Store a copy of your passwords somewhere safe (preferably in a password manager like KeePass [https://keepass.info/]) and keep your original notes out of sight once your system is up and running.




Preparing the operating system

The node runs headless, that means without keyboard or display, so the operating system Raspbian Stretch Lite is used.


	Download the Raspbian Stretch Lite [https://www.raspberrypi.org/downloads/raspbian/] disk image


	Write the disk image to your SD card with this guide [https://www.raspberrypi.org/documentation/installation/installing-images/README]





Enable Secure Shell

Without keyboard or screen, no direct interaction with the Pi is possible during the initial setup. After writing the image to the Micro SD card, create an empty file called “ssh” (without extension) in the main directory of the card. This causes the Secure Shell (ssh) to be enabled from the start and we will be able to login remotely.


	Create a file ssh in the boot partition of the MicroSD card







Prepare Wifi

I would not recommend it, but you can run your RaspiBolt with a wireless network connection. To avoid using a network cable for the initial setup, you can pre-configure the wireless settings:


	Create a file wpa_supplicant.conf on the MicroSD card with the following content. Note that the network name (ssid) and password need to be in double-quotes (like psk="password")




country=[COUNTRY_CODE]
ctrl_interface=/var/run/wpa_supplicant GROUP=netdev
update_config=1
network={
    ssid="[WIFI_SSID]"
    psk="[WIFI_PASSWORD]"
}






	Replace [COUNTRY_CODE] with the ISO2 code [https://www.iso.org/obp/ui/#search] of your country (eg. US)


	Replace [WIFI_SSID] and [WIFI_PASSWORD] with the credentials for your own WiFi.







Start your Pi


	Safely eject the sd card from your computer


	Insert the sd card into the Pi


	If you did not already setup Wifi: connect the Pi to your network with an ethernet cable


	Start the Pi by connecting it to the mobile phone charger using the Micro USB cable









Connecting to the network

The Pi is starting and getting a new address from your home network. This address can change over time. To make the Pi reachable from the internet, we assign it a fixed address.


Accessing your router

The fixed address is configured in your network router: this can be the cable modem or the Wifi access point. So we first need to access the router. To find out its address,


	start the Command Prompt on a computer that is connected to your home network (in Windows, click on the Start Menu and type cmd directly or in the search box, and hit Enter)


	enter the command ipconfig (or ifconfig on Mac / Linux)


	look for “Default Gateway” and note the address (eg. “192.168.0.1”)




:point_right: additional information: accessing your router [http://www.noip.com/support/knowledgebase/finding-your-default-gateway/].

Now open your web browser and access your router by entering the address, like a regular web address. You need so sign in, and now you can look up all network clients in your home network. One of these should be listed as “raspberrypi”, together with its address (eg. “192.168.0.240”).

[image: _images/20_net1_clientlist.png]Router client list

:point_right: don’t know your router password? Try routerpasswords.com [http://www.routerpasswords.com/].:warning: If your router still uses the initial password: change it!




Setting a fixed address

We now need to set the fixed (static) IP address for the Pi. Normally, you can find this setting under “DHCP server”. The manual address should be the same as the current address, just change the last part to a lower number (e.g. 192.168.0.240 → 192.168.0.20).

:point_right: need additional information? Google “[your router brand] configure static dhcp ip address”




Port Forwarding / UPnP

Next, “Port Forwarding” needs to be configured. Different applications use different network ports, and the router needs to know to which internal network device the traffic of a specific port has to be directed. The port forwarding needs to be set up as follows:

| Application name | External port | Internal port | Internal IP address | Protocol (TCP or UDP) |
| —————- | ————- | ————- | ——————- | ——————— |
| bitcoin          | 8333          | 8333          | 192.168.0.20        | BOTH                  |
| bitcoin test     | 18333         | 18333         | 192.168.0.20        | BOTH                  |

:point_right: additional information: setting up port forwarding [https://www.noip.com/support/knowledgebase/general-port-forwarding-guide/].

The Lightning Network Daemon (LND) supports UPnP to configure the port-forwarding automatically and also advertise its own external IP address to the network.


	Enable UPnP for your router.




:point_right: If you’re not sure how, search “enable upnp router MY-ROUTER-MODEL” [https://duckduckgo.com/?q=enable+upnp+router+MY-ROUTER-MODEL] for your own router model.

Save and apply these router settings, we will check them later. Disconnect the Pi from the power supply, wait a few seconds, and plug it in again. The node should now get the new fixed IP address.

[image: _images/20_net2_fixedip.png]Fixed network address






Working on the Raspberry Pi


Introduction to the command line

We are going to work on the command line of the Pi, which may be new to you. Find some basic information below, it will help you navigate and interact with your Pi.


Entering commands

You enter commands and the Pi answers by printing the results below your command. To make it clear where a command begins, every command in this guide starts with the $ sign. The system response is marked with the > character.

In the following example, just enter ls -la and press the enter/return key:

$ ls -la
> example system response





[image: _images/20_command_ls-la.png]command ls -la


	Auto-complete commands: When you enter commands, you can use the Tab key for auto-completion, eg. for commands, directories or filenames.


	Command history: by pressing :arrow_up: and :arrow_down: on your keyboard, you can recall your previously entered commands.


	Common Linux commands: For a very selective reference list of Linux commands, please refer to the FAQ page.


	Use admin privileges: Our regular user has no admin privileges. If a command needs to edit the system configuration, we need to use the sudo (“superuser do”) command as prefix. Instead of editing a system file with nano /etc/fstab, we use sudo nano /etc/fstab.For security reasons, the user “bitcoin” cannot use the sudo command.


	Using the Nano text editor: We use the Nano editor to create new text files or edit existing ones. It’s not complicated, but to save and exit is not intuitive.


	Save: hit Ctrl-O (for Output), confirm the filename, and hit the Enter key


	Exit: hit Ctrl-X






	Copy / Paste: If you are using Windows and the PuTTY SSH client, you can copy text from the shell by selecting it with your mouse (no need to click anything), and paste stuff at the cursor position with a right-click anywhere in the ssh window.









Connecting to the Pi

Now it’s time to connect to the Pi via SSH and get to work. For that, a Secure Shell (SSH) client is needed. Install, start and connect:


	Windows: PuTTY (Website [https://www.putty.org])


	Mac OS: built-in SSH client (see this article [http://osxdaily.com/2017/04/28/howto-ssh-client-mac/])


	Linux: just use the native command, eg. ssh pi@192.168.0.20


	Use the following SSH connection settings:


	host name: the static address you set in the router, eg. 192.168.0.20


	port: 22


	username: pi


	password:  raspberry.








[image: _images/20_login.png]login

:point_right: additional information: using SSH with Raspberry Pi [https://www.raspberrypi.org/documentation/remote-access/ssh/README]




Raspi-Config

You are now on the command line of your own Bitcoin node. First we finish the Pi configuration. Enter the following command:$ sudo raspi-config

[image: _images/20_raspi-config.png]raspi-config


	First, on 1 change your password to your password [A].


	Next, choose Update 8 to get the latest configuration tool


	Network Options 2:


	you can give your node a cute name (like “RaspiBolt”) and


	configure your Wifi connection (Pi 3 only)






	Boot Options 3:


	choose Desktop / CLI → Console and


	Wait for network at boot






	Localisation 4: set your timezone


	Advanced 7: run Expand Filesystem and set Memory Split to 16


	Exit by selecting <Finish>, and <No> as no reboot is necessary







Software update

It is important to keep the system up-to-date with security patches and application updates. The “Advanced Packaging Tool” (apt) makes this easy:$ sudo apt-get update$ sudo apt-get upgrade

:point_right: Do this regularly every few months to get security related updates.

Make sure that all necessary software packages are installed:$ sudo apt-get install htop git curl bash-completion jq dphys-swapfile dirmngr --install-recommends




Adding main user “admin”

This guide uses the main user “admin” instead of “pi” to make it more reusable with other platforms.


	Create the new user, set password [A] and add it to the group “sudo”$ sudo adduser admin$ sudo adduser admin sudo


	And while you’re at it, change the password of the “root” admin user to your password [A].$ sudo passwd root


	Reboot and and log in with the new user “admin”$ sudo shutdown -r now







Adding the service user “bitcoin”

The bitcoin and lightning processes will run in the background (as a “daemon”) and use the separate user “bitcoin” for security reasons. This user does not have admin rights and cannot change the system configuration.


	When using the command sudo , you will be prompted to enter your admin password from time to time for increased security.


	Enter the following command, set your password [A] and confirm all questions with the enter/return key.$ sudo adduser bitcoin







Mounting external hard disk

To store the blockchain, we need a lot of space. As a server installation, the Linux native file system Ext4 is the best choice for the external hard disk, so we will format the hard disk, erasing all previous data. The external hard disk is then attached to the file system and can be accessed as a regular folder (this is called “mounting”).

:warning: Previous data on this hard disk will be deleted!


	Plug your hard disk into the running Pi and power the drive up.


	Get the NAME for main partition on the external hard disk$ lsblk -o UUID,NAME,FSTYPE,SIZE,LABEL,MODEL


	Format the external hard disk with Ext4 (use [NAME] from above, e.g /dev/sda1)$ sudo mkfs.ext4 /dev/[NAME]


	Copy the UUID that is provided as a result of this format command to your local (Windows) notepad.


	Edit the fstab file and the following as a new line (replace UUID=123456) at the end$ sudo nano /etc/fstabUUID=123456 /mnt/hdd ext4 rw,nosuid,dev,noexec,noatime,nodiratime,auto,nouser,async,nofail 0 2

(see the complete fstab guide [http://www.linuxstall.com/fstab] for details on all the options)



	Create the directory to add the hard disk and set the correct owner$ sudo mkdir /mnt/hdd


	Mount all drives and check the file system. Is “/mnt/hdd” listed?$ sudo mount -a$ df /mnt/hdd




Filesystem     1K-blocks  Used Available Use% Mounted on
/dev/sda1      479667880 73756 455158568   1% /mnt/hdd






	Set the owner$ sudo chown -R bitcoin:bitcoin /mnt/hdd/


	Switch to user “bitcoin”, navigate to the hard disk and create the bitcoin directory.$ sudo su - bitcoin$ cd /mnt/hdd$ mkdir bitcoin$ ls -la


	Create a testfile in the new directory and delete it.$ touch bitcoin/test.file$ rm bitcoin/test.file


	Exit the “bitcoin” user session$ exit




If this command gives you an error, chances are that your external hard disk is mounted as “read only”. This must be fixed before proceeding. If you cannot fix it, consider reformatting the external hard disk.

👉 additional information: external storage configuration [https://www.raspberrypi.org/documentation/configuration/external-storage]




Moving the Swap File

The usage of a swap file can degrade your SD card very quickly. Therefore, we will move it to the external hard disk.


	As user “admin”, delete the old swap file$ sudo dphys-swapfile swapoff$ sudo dphys-swapfile uninstall


	Edit the configuration file and replace existing entries with the ones below. Save and exit.$ sudo nano /etc/dphys-swapfile




CONF_SWAPFILE=/mnt/hdd/swapfile

# comment or delete the CONF_SWAPSIZE line. It will then be created dynamically 
#CONF_SWAPSIZE=






	Manually create new swap file$ sudo dd if=/dev/zero of=/mnt/hdd/swapfile count=1000 bs=1MiB$ sudo chmod 600 /mnt/hdd/swapfile$ sudo mkswap /mnt/hdd/swapfile


	Enable new swap configuration$ sudo dphys-swapfile setup$ sudo dphys-swapfile swapon









Hardening your Pi

The following steps need admin privileges and must be executed with the user “admin”.


Enabling the Uncomplicated Firewall

The Pi will be visible from the internet and therefore needs to be secured against attacks. A firewall controls what traffic is permitted and closes possible security holes.

The line ufw allow from 192.168.0.0/24… below assumes that the IP address of your Pi is something like 192.168.0.???, the ??? being any number from 0 to 255. If your IP address is 12.34.56.78, you must adapt this line to ufw allow from 12.34.56.0/24….

$ sudo apt-get install ufw
$ sudo su
$ ufw default deny incoming
$ ufw default allow outgoing
$ ufw allow from 192.168.0.0/24 to any port 22 comment 'allow SSH from local LAN'
$ ufw allow proto udp from 192.168.0.0/24 port 1900 to any comment 'allow local LAN SSDP for UPnP discovery'
$ ufw allow 9735  comment 'allow Lightning'
$ ufw allow 8333  comment 'allow Bitcoin mainnet'
$ ufw allow 18333 comment 'allow Bitcoin testnet'
$ ufw enable
$ systemctl enable ufw
$ ufw status
$ exit





[image: _images/20_ufw_status.png]UFW status

:point_right: additional information: UFW Essentials [https://www.digitalocean.com/community/tutorials/ufw-essentials-common-firewall-rules-and-commands]

:point_right: If you find yourself locked out by mistake, you can connect keyboard and screen to your Pi to log in locally and fix these settings (especially for the SSH port 22).




fail2ban

The SSH login to the Pi must be especially protected. The firewall blocks all login attempts from outside your network, but additional steps should be taken to prevent an attacker - maybe from inside your network - to just try out all possible passwords.

The first measure is to install “fail2ban”, a service that cuts off any system with five failed login attempts for ten minutes. This makes a brute-force attack unfeasible, as it would simply take too long.

[image: _images/20_fail2ban.png]fail2ban
Me locking myself out by entering wrong passwords :wink:

$ sudo apt-get install fail2ban

The initial configuration should be fine as it is enabled for SSH by default. If you want to dive deeper, you can:point_right: customize the configuration [https://linode.com/docs/security/using-fail2ban-for-security/].




Login with SSH keys

One of the best options to secure the SSH login is to completely disable the password login and require a SSH key certificate. Only someone with physical possession of the private key can login.

Set up SSH keys for the “admin” user:

For Windows Users: Configure “No Password SSH Keys Authentication” with PuTTY on Linux Servers [https://www.tecmint.com/ssh-passwordless-login-with-putty]


	You should have generated three new files. Keep them safe!




[image: _images/20_ssh_keys_filelist.png]SSH keys files

For Mac / Linux Users:


	Back on the machine you’re working on (an easy way to make sure this is the case is to open a new tab in your terminal window) we first need to check for an existing private / public key pair:

$ ls -la ~/.ssh/*.pub



	If files are listed, your public key should be one of the following files (by default):

id_dsa.pub
id_ecdsa.pub
id_ed25519.pub
id_rsa.pub







	If one of these files exist, skip ahead to the “Let’s make sure…” bullet point below. If none of those files exist, or you get a No such file or directory do the following to create a new pair:

$ ssh-keygen -t rsa -b 4096


	When you’re prompted to “Enter a file in which to save the key,” press Enter. This accepts the default file location.


	Next, to enforce key security, use password [A] to protect your keys. Enter again to confirm.






	Let’s make sure that the ~/.ssh directory exists on the Raspberry pi (Be sure to swap the IP of your Raspberry Pi in for RASPBERRY_PI_IP below):

ssh admin@RASPBERRY_PI_IP 'mkdir -p ~/.ssh'



	Copy over your public key to the Raspberry Pi and set the file mode of the .ssh directory (Again, swap out your Pi’s IP for RASPBERRY_PI_IP below). If your public key file is something other than id_rsa.pub, substitute its filename below:

$ cat ~/.ssh/id_rsa.pub | ssh admin@RASPBERRY_PI_IP 'cat >> ~/.ssh/authorized_keys && chmod -R 700 ~/.ssh/'





Once the Raspberry Pi has a copy of your public key, we’ll now disable password login:


	Log in to the Raspberry Pi as “admin” with your SSH key (you shouldn’t be prompted for admin’s password anymore).


	Edit ssh config file$ sudo nano /etc/ssh/sshd_config


	Change settings “ChallengeResponseAuthentication” and “PasswordAuthentication” to “no” (uncomment the line by removing # if necessary)[image: _images/20_ssh_config.png]SSH config


	Save config file and exit


	Copy the SSH public key for user “root”, just in case$ sudo mkdir /root/.ssh$ sudo cp /home/admin/.ssh/authorized_keys /root/.ssh/$ sudo chown -R root:root /root/.ssh/$ sudo chmod -R 700 /root/.ssh/$ sudo systemctl restart ssh


	Exit and log in again. You can no longer log in with “pi” or “bitcoin”, only “admin” and “root” have the necessary SSH keys.$ exit




:warning: Backup your SSH keys! You will need to attach a screen and keyboard to your Pi if you lose it.




Increase your open files limit

In case your RaspiBolt is swamped with internet requests (honest or malicious due to a DDoS attack), you will quickly encounter the can't accept connection: too many open files error. This is due to a limit on open files (representing individual tcp connections) that is set too low.

Edit the following three files, add the additional line(s) right before the end comment, save and exit.

$ sudo nano /etc/security/limits.conf
*    soft nofile 128000
*    hard nofile 128000
root soft nofile 128000
root hard nofile 128000






[image: _images/20_nofile_limits.png]Edit pam.d/limits.conf

$ sudo nano /etc/pam.d/common-session
session required pam_limits.so





[image: _images/20_nofile_common-session.png]Edit pam.d/common-session

$ sudo nano /etc/pam.d/common-session-noninteractive
session required pam_limits.so





[image: _images/20_nofile_common-session-noninteractive.png]Edit pam.d/common-session-noninteractive
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The base of the Lightning node is a fully trustless Bitcoin Core [https://bitcoin.org/en/bitcoin-core/] node. It keeps a complete copy of the blockchain and validates all transactions and blocks. By doing all this work ourselves, nobody else needs to be trusted.

In the beginning, we will use the Bitcoin testnet to familiarize ourselves with its operations. This sync is handled directly by the Pi and should not take longer than a few hours. Just let it sync overnight.




Installation

We will download the software directly from bitcoin.org, verify its signature to make sure that we use an official release and install it.


	Login as “admin” and create a download folder$ mkdir /home/admin/download$ cd /home/admin/download


	If you upgrade and have previously downloaded files, delete them first$ rm *




We download the latest Bitcoin Core binaries (the application) and compare the file with the signed checksum. This is a precaution to make sure that this is an official release and not a malicious version trying to steal our money.


	Get the latest download links at bitcoincore.org/en/download [https://bitcoincore.org/en/download] (ARM Linux 32 bit), they change with each update. Then run the following  commands (with adjusted filenames) and check the output where indicated:




# download Bitcoin Core binary
$ wget https://bitcoincore.org/bin/bitcoin-core-0.18.0/bitcoin-0.18.0-arm-linux-gnueabihf.tar.gz
$ wget https://bitcoincore.org/bin/bitcoin-core-0.18.0/SHA256SUMS.asc
$ wget https://bitcoin.org/laanwj-releases.asc

# check that the reference checksum matches the real checksum
# (ignore the "lines are improperly formatted" warning)
$ sha256sum --check SHA256SUMS.asc --ignore-missing
> bitcoin-0.18.0-arm-linux-gnueabihf.tar.gz: OK

# import the public key of Wladimir van der Laan, verify the signed  checksum file
# and check the fingerprint again in case of malicious keys
$ gpg --import ./laanwj-releases.asc
$ gpg --refresh-keys
$ gpg --verify SHA256SUMS.asc
> gpg: Good signature from "Wladimir J. van der Laan ..."
> Primary key fingerprint: 01EA 5486 DE18 A882 D4C2 6845 90C8 019E 36C2 E964





[image: _images/30_checksum.png]commands to check bitcoind signature


	Now we know that the keys from bitcoin.org are valid, so we can also verify the Windows binary checksums. Compare the following output with the checksum of your Windows Bitcoin Core download.




$ cat /home/admin/download/SHA256SUMS.asc | grep win

e2478cd7955c36a5b0d31133d876cc602fb47142e65ca367c0cf21ea6dce04db  bitcoin-0.18.0-win64-setup.exe
29f449e2d1986a924b512e043893f932170830a45981323d8943ba6410848153  bitcoin-0.18.0-win64.zip






	Extract the Bitcoin Core binaries, install them and check the version.




$ tar -xvf bitcoin-0.18.0-arm-linux-gnueabihf.tar.gz
$ sudo install -m 0755 -o root -g root -t /usr/local/bin bitcoin-0.18.0/bin/*
$ bitcoind --version
> Bitcoin Core Daemon version v0.18.0








Prepare Bitcoin Core directory

We use the Bitcoin daemon, called “bitcoind”, that runs in the background without user interface and stores all data in a the directory  /home/bitcoin/.bitcoin. Instead of creating a real directory, we create a link that points to a directory on the external hard disk.


	While logged in with user “admin”, change to user “bitcoin”$ sudo su - bitcoin


	We add a symbolic link that points to the external hard disk.$ ln -s /mnt/hdd/bitcoin /home/bitcoin/.bitcoin


	Navigate to the home directory an d check the symbolic link (the target must not be red). The content of this directory will actually be on the external hard disk.$ ls -la




[image: _images/30_show_symlink.png]verify .bitcoin symlink




Configuration

Now, the configuration file for bitcoind needs to be created. Open it with Nano and paste the configuration below. Save and exit.$ nano /home/bitcoin/.bitcoin/bitcoin.conf

# RaspiBolt: bitcoind configuration
# /home/bitcoin/.bitcoin/bitcoin.conf

# remove the following line to enable Bitcoin mainnet
testnet=1

# Bitcoind options
server=1
daemon=1

# Connection settings
rpcuser=raspibolt
rpcpassword=PASSWORD_[B]

onlynet=ipv4
zmqpubrawblock=tcp://127.0.0.1:28332
zmqpubrawtx=tcp://127.0.0.1:28333

# Raspberry Pi optimizations
dbcache=100
maxorphantx=10
maxmempool=50
maxconnections=40
maxuploadtarget=5000





:warning: Change rpcpassword to your secure password [B], otherwise your funds might get stolen.

:point_right: additional information: configuration options [https://en.bitcoin.it/wiki/Running_Bitcoin#Command-line_arguments] in Bitcoin Wiki




Start bitcoind

Still logged in as user “bitcoin”, let’s start “bitcoind” manually. Monitor the log file a few minutes to see if it works fine (it may stop at “dnsseed thread exit”, that’s ok). Exit the logfile monitoring with Ctrl-C, check the blockchain info and, if there are no errors, stop “bitcoind” again.

$ bitcoind
$ tail -f /home/bitcoin/.bitcoin/testnet3/debug.log
$ bitcoin-cli getblockchaininfo
$ bitcoin-cli stop








Autostart bitcoind

The system needs to run the bitcoin daemon automatically in the background, even when nobody is logged in. We use “systemd“, a daemon that controls the startup process using configuration files.


	Exit the “bitcoin” user session back to user “admin”$ exit


	Create the configuration file in the Nano text editor and copy the following paragraph.$ sudo nano /etc/systemd/system/bitcoind.service




# RaspiBolt: systemd unit for bitcoind
# /etc/systemd/system/bitcoind.service

[Unit]
Description=Bitcoin daemon
After=network.target

[Service]
ExecStartPre=/bin/sh -c 'sleep 30'
ExecStart=/usr/local/bin/bitcoind -daemon -conf=/home/bitcoin/.bitcoin/bitcoin.conf -pid=/home/bitcoin/.bitcoin/bitcoind.pid
PIDFile=/home/bitcoin/.bitcoin/bitcoind.pid
User=bitcoin
Group=bitcoin
Type=forking
KillMode=process
Restart=always
TimeoutSec=120
RestartSec=30

[Install]
WantedBy=multi-user.target






	Save and exit


	Enable the configuration file$ sudo systemctl enable bitcoind.service


	Copy bitcoin.conf to user “admin” home directory for RPC credentials$ mkdir /home/admin/.bitcoin$ sudo cp /home/bitcoin/.bitcoin/bitcoin.conf /home/admin/.bitcoin/


	Restart the Raspberry Pi$ sudo shutdown -r now







Verification of bitcoind operations

After rebooting, the bitcoind should start and begin to sync and validate the Bitcoin blockchain.


	Wait a bit, reconnect via SSH and login with the user “admin”.


	Check the status of the bitcoin daemon that was started by systemd (exit with Ctrl-C)

$ systemctl status bitcoind.service





[image: _images/30_status_bitcoind.png]Bitcoind status 


	See bitcoind in action by monitoring its log file (exit with Ctrl-C)$ sudo tail -f /home/bitcoin/.bitcoin/testnet3/debug.log


	Use the Bitcoin Core client bitcoin-cli to get information about the current blockchain$ bitcoin-cli getblockchaininfo


	Please note:


	When “bitcoind” is still starting, you may get an error message like “verifying blocks”. That’s normal, just give it a few minutes.


	Among other infos, the “verificationprogress” is shown. Once this value reaches almost 1 (0.999…), the blockchain is up-to-date and fully validated.











Explore bitcoin-cli

If everything is running smoothly, this is the perfect time to familiarize yourself with Bitcoin Core and play around with bitcoin-cli until the blockchain is up-to-date.


	A great point to start is the book Mastering Bitcoin by Andreas Antonopoulos - which is open source - and in this regard especially chapter 3 (ignore the first part how to compile from source code):


	you definitely need to have a real copy [https://bitcoinbook.info/] of this book!


	read it online on Github [https://github.com/bitcoinbook/bitcoinbook]








[image: _images/30_mastering_bitcoin_book.jpg]Mastering Bitcoin


	For a thorough deep dive, check out Learning Bitcoin from the Command Line [https://github.com/ChristopherA/Learning-Bitcoin-from-the-Command-Line/blob/master/README] by Christopher Allen.




👉 additional information: bitcoin-cli reference [https://en.bitcoin.it/wiki/Original_Bitcoin_client/API_calls_list]

Once the blockchain is synced on testnet, the Lightning node can be set up.






Bitcoin Core upgrade

If you want to upgrade to a new release of Bitcoin Core in the future, check out the FAQ section:How to upgrade Bitcoin Core
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Now we will set up LND, the Lightning Network Daemon by Lightning Labs [http://lightning.engineering/]. Check out their Github repository [https://github.com/lightningnetwork/lnd/blob/master/README] for a wealth of information about their open-source project and Lightning in general.




Dowload LND

Download and install LND

$ cd /home/admin/download
$ rm -rf /home/admin/download/*
$ wget https://github.com/lightningnetwork/lnd/releases/download/v0.6.1-beta/lnd-linux-armv7-v0.6.1-beta.tar.gz
$ wget https://github.com/lightningnetwork/lnd/releases/download/v0.6.1-beta/manifest-v0.6.1-beta.txt
$ wget https://github.com/lightningnetwork/lnd/releases/download/v0.6.1-beta/manifest-v0.6.1-beta.txt.sig
$ wget https://keybase.io/roasbeef/pgp_keys.asc

$ sha256sum --check manifest-v0.6.1-beta.txt --ignore-missing
> lnd-linux-armv7-v0.6.1-beta.tar.gz: OK

$ gpg ./pgp_keys.asc
> BD599672C804AF2770869A048B80CD2BB8BD8132

$ gpg --import ./pgp_keys.asc
$ gpg --verify manifest-v0.6.1-beta.txt.sig
> gpg: Good signature from "Olaoluwa Osuntokun <laolu32@gmail.com>" [unknown]
> Primary key fingerprint: BD59 9672 C804 AF27 7086  9A04 8B80 CD2B B8BD 8132
>      Subkey fingerprint: F803 7E70 C12C 7A26 3C03  2508 CE58 F7F8 E20F D9A2

$ tar -xzf lnd-linux-armv7-v0.6.1-beta.tar.gz
$ sudo install -m 0755 -o root -g root -t /usr/local/bin lnd-linux-armv7-v0.6.1-beta/*
$ lnd --version
> lnd version 0.6.1-beta commit=v0.6.1-beta





[image: _images/40_checksum_lnd.png]Checksum LND




LND configuration

Now that LND is installed, we need to configure it to work with Bitcoin Core and run automatically on startup.


	Still as user ‘admin’, create a symbolic link to the ip binary located in /bin/ip, as it seems as LND cannot find it in some cases.$ sudo ln -s /bin/ip /usr/bin/ip


	Open a “bitcoin” user session$ sudo su - bitcoin


	Create the LND working directory and the corresponding symbolic link$ mkdir /mnt/hdd/lnd$ ln -s /mnt/hdd/lnd /home/bitcoin/.lnd$ ls -la




[image: _images/40_symlink_lnd.png]Check symlink LND


	Create the LND configuration file and paste the following content (adjust to your alias). Save and exit.$ nano /home/bitcoin/.lnd/lnd.conf




# RaspiBolt: lnd configuration
# /home/bitcoin/.lnd/lnd.conf

[Application Options]
debuglevel=info
maxpendingchannels=5
alias=YOUR_NAME [LND]
color=#68F442

# Your router must support and enable UPnP, otherwise delete this line  
nat=true

[Bitcoin]
bitcoin.active=1

# enable either testnet or mainnet
bitcoin.testnet=1
#bitcoin.mainnet=1

bitcoin.node=bitcoind

[autopilot]
autopilot.active=1
autopilot.maxchannels=5
autopilot.allocation=0.6





Some explanations about this configuration:


	The configuration option nat=true expects your internet router to support Universal Plug’n’Play (UPnP) and have it enabled. This allows LND to make your node reachable from outside your network by setting up port forwarding, announce your external ip address and update this information if your ip address changes. This is currently the only reliable configuration to have a routing Lightning node.

If your router does not support UPnP, LND will still work, but your node will be a private Lightning node for your own payments and not able to route payments for others. In this case, you need to delete the nat=true line in the configuration file above, otherwise LND will not start. Another option is to pass your ip address on LND start (see external guide [https://github.com/robclark56/RaspiBolt-Extras/blob/master/RB_extra_02]).



	The configuration above has autopilot enabled and will automatically open up to 5 channels with 60% of your funds. You might want to adjust this to suit your needs. With autopilot.active=0 you can disable the autopilot completely and manage channels manually.




:point_right: Additional information: sample-lnd.conf [https://github.com/lightningnetwork/lnd/blob/master/sample-lnd.conf] in the LND project repository




Run LND

Again, we switch to the user “bitcoin” and first start the program manually to check if everything works fine.

$ sudo su - bitcoin
$ lnd





The daemon prints the status information directly to the command line. This means that we cannot use that session without stopping the server. We need to open a second SSH session.




LND wallet setup

Start your SSH program (eg. PuTTY) a second time, connect to the Pi and log in as “admin”. Commands for the second session start with the prompt $2 (which must not be entered).

Once LND is started, the process waits for us to create the integrated Bitcoin wallet (it does not use the “bitcoind” wallet).


	Start a “bitcoin” user session$2 sudo su - bitcoin


	Create the LND wallet

$2 lncli --network=testnet create



	If you want to create a new wallet, enter your password [C] as wallet password, select n regarding an existing seed and enter the optional password [D] as seed passphrase. A new cipher seed consisting of 24 words is created.




[image: _images/40_cipher_seed.png]LND new cipher seed

These 24 words, combined with your passphrase (optional password [D])  is all that you need to restore your Bitcoin wallet and all Lighting channels. The current state of your channels, however, cannot be recreated from this seed, this requires a continuous backup and is still under development for LND.

:warning: This information must be kept secret at all times. Write these 24 words down manually on a piece of paper and store it in a safe place. This piece of paper is all an attacker needs to completely empty your wallet! Do not store it on a computer. Do not take a picture with your mobile phone. This information should never be stored anywhere in digital form.


	exit “bitcoin” user session$2 exit




Let’s authorize the “admin” user to work with LND using the command line interface lncli. For that to work, we need to copy the Transport Layer Security (TLS) certificate and the permission files (macaroons) to the admin home folder.


	Check if the TLS certificates have been created$2 sudo ls -la /home/bitcoin/.lnd/


	Check if permission files admin.macaroon and readonly.macaroon have been created.$2 sudo ls -la /home/bitcoin/.lnd/data/chain/bitcoin/testnet/




[image: _images/40_ls_macaroon.png]Check macaroon


	Copy permission files and TLS cert to user “admin”$2 cd /home/bitcoin/$2 sudo cp --parents .lnd/data/chain/bitcoin/testnet/admin.macaroon /home/admin/$2 sudo cp /home/bitcoin/.lnd/tls.cert /home/admin/.lnd$2 sudo chown -R admin:admin /home/admin/.lnd/


	Make sure that lncli works by unlocking your wallet (enter password [C] ) and getting some node infos.$2 lncli --network=testnet unlock


	Check the current state of LND
$2 lncli --network=testnet getinfo




You can also see the progress of the initial sync of LND with Bitcoin in the first SSH session.

Check for the following two lines to make sure that the port forwarding is successfully set up using UPnP. If LND is not able to configure your router (that may not support UPnP, for example), your node will still work, but it will not be able to router transactions for other network participants.

[INF] SRVR: Scanning local network for a UPnP enabled device
[INF] SRVR: Automatically set up port forwarding using UPnP to advertise external IP





Let’s stop the server for the moment and focus on our primary SSH session again.


	$2 lncli --network=testnet stop


	$2 exit




This should terminate LND “gracefully” in SSH session 1 that can now be used interactively again.




Autostart LND

Now, let’s set up LND to start automatically on system startup.


	Exit the “bitcoin” user session back to “admin”$ exit


	Create LND systemd unit and with the following content. Save and exit.$ sudo nano /etc/systemd/system/lnd.service




# RaspiBolt: systemd unit for lnd
# /etc/systemd/system/lnd.service

[Unit]
Description=LND Lightning Daemon
Wants=bitcoind.service
After=bitcoind.service

[Service]
ExecStart=/usr/local/bin/lnd

User=bitcoin
Group=bitcoin
Type=simple
KillMode=process
LimitNOFILE=128000
TimeoutSec=240
Restart=always
RestartSec=60

[Install]
WantedBy=multi-user.target






	Enable, start and unlock LND$ sudo systemctl enable lnd$ sudo systemctl start lnd$ systemctl status lnd$ lncli --network=testnet unlock


	Now, the daemon information is no longer displayed on the command line but written into the system journal. You can monitor the LND startup progress until it caught up with the testnet blockchain (about 1.3m blocks at the moment). This can take up to 2 hours, after that you see a lot of very fast chatter (exit with Ctrl-C).$ sudo journalctl -f -u lnd




[image: _images/40_start_lnd.png]LND startup log




Get some testnet Bitcoin

Now your Lightning node is ready. To use it in testnet, you can get some free testnet bitcoin from a faucet.


	Generate a new Bitcoin address to receive funds on-chain$ lncli --network=testnet newaddress np2wkh> "address": "2NCoq9q7............dkuca5LzPXnJ9NQ"


	Get testnet bitcoin:https://testnet-faucet.mempool.co


	Check your LND wallet balance$ lncli --network=testnet walletbalance


	Monitor your transaction (the faucet shows the TX ID) on a Blockchain explorer:https://testnet.smartbit.com.au





LND in action

As soon as your funding transaction is mined and confirmed, LND will start to open and maintain channels. This feature is called “Autopilot” and is configured in the “lnd.conf” file. If you would like to maintain your channels manually, you can disable the autopilot.

Get yourself a payment request on StarBlocks [https://starblocks.acinq.co/#/] or Y’alls [https://testnet.yalls.org/] and move some coins!


	$ lncli --network=testnet listpeers


	$ lncli --network=testnet listchannels


	$ lncli --network=testnet sendpayment --pay_req=lntb32u1pdg7p...y0gtw6qtq0gcpk50kww


	$ lncli --network=testnet listpayments




:point_right: see Lightning API reference [http://api.lightning.community/] for additional information








Additional topics


(Optional) Add aliases for easier commands

If you don’t want to type out the full commands each time, aliases will help. See the Additional scripts section for alias setup.




LND upgrade

If you want to upgrade to a new release of LND in the future, check out the FAQ section:How to upgrade LND








Before proceeding to mainnet

This is the point of no return. Up until now, you can just start over. Experiment with testnet bitcoin. Open and close channels on the testnet.

Once you switch to mainnet and send real bitcoin to your RaspiBolt, you have “skin in the game”.


	Make sure your RaspiBolt is working as expected.


	Get a little practice with bitcoin-cli and its options (see Bitcoin Core RPC documentation [https://bitcoin-rpc.github.io/])


	Do a dry run with lncli and its many options (see Lightning API reference [http://api.lightning.community/])


	Try a few restarts (sudo shutdown -r now), is everything starting fine?
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Are you feeling comfortable to put real bitcoin on the line? Here’s how to do it.

⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️

But first: if you are not comfortable with learning Linux more in-depth on your own or even compile a program from source, chances are that you lose some funds sooner or later. The Lightning Network is not production-ready yet and LND is still in beta.

Personal disclaimer: This guide is provided as-is and without any guarantees. Most components are 
under development and this guide may contain factual errors that result in the loss of your bitcoin. 
Use this guide at your own risk.





Lightning Labs disclaimer: As this is the first mainnet release of lnd, we recommend that users 
experiment with only small amounts (#craefulgang #craefulgang #craefulgang).





⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️⚠️

Still want to try it? Proceed at your own risk.




Copy the mainnet blockchain

The current setup runs on Bitcoin testnet. Right at the beginning, however, we started downloading the Bitcoin mainnet blockchain on your regular computer. Check the verification progress directly in Bitcoin Core on this computer. To proceed, it  should be fully synced (see status bar).

As soon as the verification is finished, shut down Bitcoin Core on Windows. We will now copy the whole data structure to the RaspiBolt. This takes about 6 hours.


Temporarily enable password login

In order to copy the data with the user “bitcoin”, we need to temporarily enable the password login.


	As user “admin”, edit the SSH config file and put a # in front of “PasswordAuthentication no” to disable the whole line. Save and exit.$ sudo nano /etc/ssh/sshd_config# PasswordAuthentication no


	Restart the SSH daemon.$ sudo systemctl restart ssh







Copy using WinSCP

We are using “Secure Copy” (SCP), so download and install WinSCP [https://winscp.net], a free open-source program.


	With WinSCP, you can now connect to your Pi with the user “bitcoin”.[image: _images/50_WinSCP_connection.png]WinSCP connection settings


	Accept the server certificate and navigate to the local and remote bitcoin directories:


	Local: d:\bitcoin\bitcoin_mainnet\


	Remote: \mnt\hdd\bitcoin\






	You can now copy the two subdirectories blocks and chainstate from Local to Remote. This will take about 6 hours.[image: _images/50_WinSCP_copy.png]WinSCP copy




:warning: The transfer must not be interupted. Make sure your computer does not go to sleep.

:point_right:_ Additional information: Bitcoin Core data directory structure [https://en.bitcoin.it/wiki/Data_directory]




Disable password login again


	As user “admin”, remove the # in front of “PasswordAuthentication no” to enable the line. Save and exit.$ sudo nano /etc/ssh/sshd_configPasswordAuthentication no


	Restart the SSH daemon.$ sudo systemctl restart ssh









Send back your testnet Bitcoin

To avoid burning our testnet Bitcoin, and as a courtesy to the next testers, we close all our channels and withdraw the funds to the address stated on the website of the Bitcoin Testnet Faucet [https://testnet.manu.backend.hamburg/faucet].


	$ lncli --network=testnet closeallchannels


	Wait unitl the the channel balance is zero and the funds to be back in our on-chain wallet.$ lncli --network=testnet channelbalance$ lncli --network=testnet walletbalance





	Send the amount provided by walletbalance minus 500 satoshis to account for fees. If you get an “insufficient funds” error, deduct a bit more until the transaction gets broadcasted.$ lncli --network=testnet sendcoins 2N8hwP1WmJrFF5QWABn38y63uYLhnJYJYTF [amount]







Adjust configuration


	Stop the Bitcoin and Lightning services.$ sudo systemctl stop lnd$ sudo systemctl stop bitcoind


	Edit “bitcoin.conf” file by commenting  testnet=1 out. Save and exit.$ sudo nano /home/bitcoin/.bitcoin/bitcoin.conf




# remove the following line to enable Bitcoin mainnet
#testnet=1






	Copy updated “bitcoin.conf” to user “admin” for credentials$ sudo cp /home/bitcoin/.bitcoin/bitcoin.conf /home/admin/.bitcoin/


	Edit “lnd.conf” file by switching from bitcoin.testnet=1 to bitcoin.mainnet=1. Save and exit.$ sudo nano /home/bitcoin/.lnd/lnd.conf




# enable either testnet or mainnet
#bitcoin.testnet=1
bitcoin.mainnet=1








Restart bitcoind & lnd for mainnet

:warning: Do not proceed until the copy task of the mainnet blockchain is completely finished.


	Start Bitcoind and check if it’s operating on mainnet  (you can exit the debug.log with Ctrl-C)

$ sudo systemctl start bitcoind  
$ systemctl status bitcoind.service  
$ sudo tail -f /home/bitcoin/.bitcoin/debug.log   
$ bitcoin-cli getblockchaininfo 







	Wait until the blockchain is fully synced: “blocks” = “headers”, otherwise you might run into performance / memory issues when creating a new lnd mainnet wallet.


	Start LND and check its operation

$ sudo systemctl start lnd
$ systemctl status lnd
$ sudo journalctl -f -u lnd





If everything works fine, restart the RaspiBolt and check the operations again.$ sudo shutdown -r now



	Monitor the startup process of first  bitcoind and then lnd

$ sudo tail -f /home/bitcoin/.bitcoin/debug.log  
$ sudo journalctl -f -u lnd







	Create the mainnet wallet with the exact same password [C] as on testnet. If you use another password, you need to recreate your access credentials.$ lncli create


	Copy permission files and TLS cert to user “admin” to use lncli

$ sudo cp /home/bitcoin/.lnd/tls.cert /home/admin/.lnd  
$ cd /home/bitcoin/  
$ sudo cp --parents .lnd/data/chain/bitcoin/mainnet/admin.macaroon /home/admin/
$ sudo chown admin:admin /home/admin/.lnd/ -R  







	Restart lnd and unlock your wallet (enter password [C] )

$ sudo systemctl restart lnd
$ lncli unlock







	Monitor the LND startup progress until it caught up with the mainnet blockchain (about 515k blocks at the moment). This can take up to 2 hours, then you see a lot of very fast chatter (exit with Ctrl-C).$ sudo journalctl -f -u lnd


	Make sure that lncli works by getting some node infos$ lncli getinfo




:point_right: Important: you need to manually unlock the lnd wallet after each restart of the lnd service!




Start using the Lightning Network


Fund your node

Congratulations, your RaspiBolt is live on the Bitcoin mainnet! To open channels and start using it, you need to fund it with some bitcoin. For starters, put only on your node what you are willing to lose. Monopoly money.


	Generate a new Bitcoin address to receive funds on-chain$ lncli newaddress np2wkh> "address": "3.........................."


	From your regular Bitcoin wallet, send a small amount of bitcoin to this address


	Check your LND wallet balance$ lncli walletbalance


	Monitor your transaction on a Blockchain explorer:
https://smartbit.com.au







LND in action

As soon as your funding transaction is mined and confirmed, LND will start to open and maintain channels. This feature is called “Autopilot” and is configured in the “lnd.conf” file. If you would like to maintain your channels manually, you can disable the autopilot.

Some commands to try:


	list all arguments for the command line interface (cli)$ lncli


	get help for a specific argument$ lncli help [ARGUMENT]


	find out some general stats about your node:$ lncli getinfo


	connect to a peer (you can find some nodes to connect to here: https://1ml.com/):$ lncli connect [NODE_URI]


	check the peers you are currently connected to:$ lncli listpeers


	open a channel with a peer:$ lncli openchannel [NODE_PUBKEY] [AMOUNT_IN_SATOSHIS] 0keep in mind that [NODE_URI] includes @IP:PORT at the end, while [NODE_PUBKEY] doesn’t


	check the status of your pending channels:$ lncli pendingchannels


	check the status of your active channels:$ lncli listchannels


	before paying an invoice, you should decode it to check if the amount and other infos are correct:$ lncli decodepayreq [INVOICE]


	pay an invoice:$ lncli payinvoice [INVOICE]


	check the payments that you sent:$ lncli listpayments


	create an invoice:$ lncli addinvoice [AMOUNT_IN_SATOSHIS]


	list all invoices:$ lncli listinvoices


	to close a channel, you need the following two arguments that can be determined with listchannels and are listed as “channelpoint”: FUNDING_TXID : OUTPUT_INDEX .$ lncli listchannels$ lncli closechannel [FUNDING_TXID] [OUTPUT_INDEX]


	to force close a channel (if your peer is offline or not cooperative), use$ lncli closechannel --force [FUNDING_TXID] [OUTPUT_INDEX]




👉 see LND API reference [http://api.lightning.community/] for additional information




Try it out

If you enjoyed this guide, take your new shiny Lightning node for a spin and send me a little tip!







Explore Lightning mainnet

There are a lot of great resources to explore the Lightning mainnet in regard to your own node.


	Recksplorer [https://rompert.com/recksplorer/]: Lightning Network Map


	1ML [https://1ml.com]: Lightning Network Search and Analysis Engine


	lnroute.com [http://lnroute.com]: comprehensive Lightning Network resources list
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In this section, you can find various optional topics that make your RaspiBolt running even smoother. I split this up in various subsections, as the individual tasks can be quite long.




System overview

Difficulty: easy

Your RaspiBolt will greet you with a quick system summary on login:






Auto unlock LND on startup

Difficulty: medium

Manually unlocking the LND wallet every time the system starts is not really feasible if your RaspiBolt is meant to run reliably somewhere in a closet. This script automatically unlocks the wallet on startup or service-restart. This comes at a minimal security cost, however, as the password needs to be stored on the device.




Anonymous node with Tor

Difficulty: medium

Route all your Bitcoin traffic over the Tor network to stay anonymous and avoid leaking private information like your public IP address.






Electrum Personal Server

Difficulty: intermediate

The RaspiBolt is the perfect trustless Bitcoin backend for your regular on-chain transactions. Together with the Electrum wallet, it works even with your Ledger or Trezor hardware wallet.






Zap Desktop Lightning Wallet

Difficulty: easy

The Zap desktop app (https://github.com/LN-Zap/zap-desktop) is a cross platform Lightning Network wallet focused on user experience and ease of use.

[image: _images/71_zap1_cropped.png]Zap Desktop




Zap iOS Lightning Wallet

Difficulty: medium

The Zap iOS app (https://zap.jackmallers.com) provides a neat interface for the RaspiBolt to manage peers & channels, make payments and create invoices.

[image: _images/72_zapios.png]Zap iOS




Shango Mobile Wallet

Difficulty: intermediate

The iOS & Android app Shango provides a neat interface for the RaspiBolt, to manage peers & channels, make payments and create invoices.






Pimp the command line

Difficulty: easy

Make your command line prompt shine with a golden ฿ and use more colors overall:






Use lncli on a different computer

Difficulty: easy

Control your Lightning node from a different computer within you network, eg. from a Windows machine.




System recovery

Difficulty: easy

In case your SD card gets corrupted or you brick your node, it’s handy to have a quick recovery image at hand. It’s not a full backup solution, but allows a system recovery.




Additional scripts: show balance & channels

Difficulty: easy

These additional bash scripts display a balance overview (on-chain & in channels, active & inactive) as well as a nicely formatted channels overview.




Even more Extras

RaspiBolt-Extras [https://github.com/robclark56/RaspiBolt-Extras/blob/master/README] by Rob Clark


	Lights-Out: automatic unlocking of wallet and dynamic ip


	RaspiBoltDuo: testnet & mainnet running simultaneously


	Using REST access


	Receiving Lightning payments: automatically create invoices / qr codes






Next: Troubleshooting >>
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Bonus guide: System overview

Difficulty: easy

To get a quick overview over the system status, I created a shell script that is run as “message of the day” (motd) to be shown on login or on demand.

[image: _images/60_status_overview.png]MotD system overview

This script will run as root, so please check it before blindly trusting me.

$ sudo apt-get install jq net-tools
$ cd /home/admin/download/
$ wget https://raw.githubusercontent.com/Stadicus/RaspiBolt/master/resources/20-raspibolt-welcome
  
# check script & exit
$ nano 20-raspibolt-welcome

# delete existing welcome scripts and install
$ sudo mv /etc/update-motd.d /etc/update-motd.d.bak
$ sudo mkdir /etc/update-motd.d
$ sudo cp 20-raspibolt-welcome /etc/update-motd.d/
$ sudo chmod +x /etc/update-motd.d/20-raspibolt-welcome
$ sudo ln -s /etc/update-motd.d/20-raspibolt-welcome /usr/local/bin/raspibolt





In case the script runs into problems, it could theoretically prevent you from logging in. We therefore disable all motd execution for the “root” user, so you will always be able to login as “root” to disable it.

$ sudo su 
$ touch /root/.hushlogin
$ exit





You can now start the script with sudo raspibolt and it is shown every time you log in.



<< Back: Bonus guides
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Bonus guide: Pimp the command line

Difficulty: easy


Command prompt

You can prettify your command prompt for each user by enabling color output and setting a custom prompt.


	Open and edit .bashrc  as shown below, save and exit
$ nano /home/admin/.bashrc




# enable color prompt (uncomment)
force_color_prompt=yes

# pimp prompt (replace the PS1 line)
PS1="${debian_chroot:+($debian_chroot)}\[\e[33m\]\u \[\033[01;34m\]\w\[\e[33;40m\] ₿\[\e[m\] "

# set "ls" to always use the -la option (insert at the end of the file)
alias ls='ls -la --color=always'





[image: _images/60_pimp_prompt.png]Pimp prompt


	Reload configurationsource /home/admin/.bashrc




[image: _images/60_pimp_prompt_result.png]Pimped prompt




Bash completion

As user “admin”, install bash completion scripts for Bitcoin Core and all Lightning projects. You then can complete commands by pressing the Tab key (e.g. bitcoin-cli getblockch [Tab] → bitcoin-cli getblockchaininfo )

$ cd /home/admin/download
$ wget https://raw.githubusercontent.com/bitcoin/bitcoin/master/contrib/bitcoin-cli.bash-completion 
$ wget https://raw.githubusercontent.com/lightningnetwork/lnd/master/contrib/lncli.bash-completion
$ sudo cp *.bash-completion /etc/bash_completion.d/





Bash completion will be enabled after your next login.



<< Back: Bonus guides
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Bonus guide: Electrum Personal Server

Difficulty: intermediate


Introduction

The best way to safekeep your bitcoin (meaning the best combination of security and usability) is to use a hardware wallet (like Ledger [https://www.ledgerwallet.com/] or Trezor [https://trezor.io/]) in combination with your own Bitcoin node. This gives you security, privacy and eliminates the need to trust a third party to verify transactions.

With the RaspiBolt setup, the Bitcoin Core wallet on the node can only be used from the command line as no graphical user interface is installed. As Bitcoin Core does not offer support for hardware wallets, only a “hot wallet” (exposed to the internet) can be realized.

One possibility to use Bitcoin Core with more functionality is to set up an additional ElectrumX [https://github.com/kyuupichan/electrumx] server and then use the great Electrum wallet [https://electrum.org/] (on your regular computer) that integrates with hardware wallets. But this setup is not easy, and the overhead is more than a Raspberry Pi can handle.

The new Electrum Personal Server [https://github.com/chris-belcher/electrum-personal-server] makes it possible to connect Electrum (using your hardware wallet) directly to your RaspiBolt. In contrast to ElectrumX, this is not a full server that serves multiple users, but your own dedicated backend.

Before using this setup, please familiarize yourself with all components by setting up your own Electrum wallet, visiting the linked project websites and reading The Electrum Personal Server Will Give Users the Full Node Security They Need [https://bitcoinmagazine.com/articles/electrum-personal-server-will-give-users-full-node-security-they-need/] in Bitcoin Magazine.




Preparations


	With user ‘admin’, make sure Python3 and PIP are installed. Also the ‘setuptools’ package is required.

$ sudo apt install -y python3 python3-pip
$ sudo pip3 install setuptools







	Configure firewall to allow incoming requests (please check if you need to adjust the subnet mask as described in original setup)

$ sudo ufw allow from 192.168.0.0/24 to any port 50002 comment 'allow EPS from local network'
$ sudo ufw enable
$ sudo ufw status









Electrum Personal Server uses the Bitcoin Core wallet with “watch-only” addresses to monitor the blockchain for you.


	Make sure that in “bitcoin.conf”, disablewallet=1 is not set (it can be either missing, or set to 0). Save and exit.$ sudo nano /home/bitcoin/.bitcoin/bitcoin.conf


	If you changed bitcoin.conf, restart bitcoind$ sudo systemctl restart bitcoind







Install Electrum Personal Server


	Open a “bitcoin” user session and change into the home directory$ sudo su - bitcoin


	Download, verify and extract the latest release (check the Releases page [https://github.com/chris-belcher/electrum-personal-server/releases] on Github for the correct links)

# create new directory on external hdd
$ mkdir /mnt/hdd/electrum-personal-server
$ ln -s /mnt/hdd/electrum-personal-server /home/bitcoin/electrum-personal-server
$ cd electrum-personal-server

# download release
$ wget https://github.com/chris-belcher/electrum-personal-server/archive/eps-v0.1.6.tar.gz
$ wget https://github.com/chris-belcher/electrum-personal-server/releases/download/eps-v0.1.6/eps-v0.1.6.tar.gz.asc
$ wget https://raw.githubusercontent.com/chris-belcher/electrum-personal-server/master/pgp/pubkeys/belcher.asc

# verify that the release is signed by Chris Belcher (check the fingerprint)
$ gpg --import belcher.asc
$ gpg --verify eps-v0.1.6.tar.gz.asc
> gpg: Good signature from "Chris Belcher <false@email.com>" [unknown]
> Primary key fingerprint: 0A8B 038F 5E10 CC27 89BF  CFFF EF73 4EA6 77F3 1129

$ tar -xvf eps-v0.1.6.tar.gz  
$ rm *.gz*







	Copy and edit configuration template (skip this step when updating)

$ cp electrum-personal-server-eps-v0.1.6/config.cfg_sample config.cfg
$ nano config.cfg






	Add your wallet master public keys or watch-only addresses to the [master-public-keys] and [watch-only-addresses] sections. Master public keys for an Electrum wallet can be found in the Electrum client menu Wallet -> Information.


	In [bitcoin-rpc], uncomment and complete the lines.

rpc_user = raspibolt
rpc_password = [PASSWORD_B]







	In [electrum-server], change the listening host to 0.0.0.0, so that you can reach it from a remote computer. The firewall only accepts connections from within the home network, not from the internet.

host = 0.0.0.0











	Save and exit


	Install Electrum Personal Server

$ cd electrum-personal-server-eps-v0.1.6/
# Install the wheel package first, which is required
$ pip3 install wheel
$ pip3 install --user .





[image: _images/60_eps_pip_install.png]Install Electrum Personal Server with Python Pip








First start

The Electrum Personal Server scripts are installed in the directory /home/bitcoin/.local/bin/. Unfortunately, in Raspbian this directory is not in the system path, so the full path needs to be specified when calling these scripts. Alternatively, just add this directory to your $PATH environment variable [https://unix.stackexchange.com/questions/26047/how-to-correctly-add-a-path-to-path], but it’s not necessary in this guide.


	The first time the server is run it will import all configured addresses as watch-only into the Bitcoin node. This can take up to 10 minutes, after that the program will exit.

$ /home/bitcoin/.local/bin/electrum-personal-server /home/bitcoin/electrum-personal-server/config.cfg







	If your wallet has previous transactions, Electrum Personal Server needs to rescan the Bitcoin blockchain to get the historical information. This can take a long time for the whole blockchain, therefore you can set the start date of the scan (it will still take more than 1 hour per year of history).

$ /home/bitcoin/.local/bin/electrum-personal-server-rescan /home/bitcoin/electrum-personal-server/config.cfg







	You can monitor the rescan progress in the Bitcoin Core logfile from a second SSH session:

$ sudo tail -f /home/bitcoin/.bitcoin/debug.log







	Run Electrum Personal Server again and connect your Electrum wallet from your regular computer.

$ /home/bitcoin/.local/bin/electrum-personal-server /home/bitcoin/electrum-personal-server/config.cfg









[image: _images/60_eps_first-start.png]Run Electrum Personal Server manually




Connect Electrum

On your regular computer, configure Electrum to use your RaspiBolt:


	In menu: Tools > Network > Server


	Uncheck “Select server automatically”


	Enter the IP of your RaspiBolt (eg. 192.168.0.20) in the address field

[image: _images/60_eps_electrum-connect.png]Connect Electrum to RaspiBolt



	Close and check connection in tab “Console”

[image: _images/60_eps_electrumwallet.png]Check Electrum console



	This can also be achived by starting the Electrum wallet with the following command line arguments:--oneserver --server 192.168.0.20:50002:s







Automate startup

If everything works as expected, we will now automate the start of Electrum Personal Server on the RaspiBolt.


	On the Pi, exit Electrum Personal Server by pressing Ctrl-C


	Exit the “bitcoin” user session back to user “admin”
exit


	As “admin”, set up the systemd unit for automatic start on boot, save and exit$ sudo nano /etc/systemd/system/eps.service




[Unit]
Description=Electrum Personal Server
After=bitcoind.service

[Service]
ExecStart=/usr/bin/python3 /home/bitcoin/.local/bin/electrum-personal-server /home/bitcoin/electrum-personal-server/config.cfg
User=bitcoin
Group=bitcoin
Type=simple
KillMode=process
TimeoutSec=60
Restart=always
RestartSec=60

[Install]
WantedBy=multi-user.target






	Enable and start the eps.service unit$ sudo systemctl enable eps.service$ sudo systemctl start eps.service


	Check the startup process for Electrum Personal Server$ tail -f /tmp/electrumpersonalserver.log









Don’t trust, verify.

Congratulations, you have now one of the best Bitcoin desktop wallet, capable of securing your bitcoin with support of a hardware wallet, running with your own trustless Bitcoin full node!



<< Back: Bonus guides
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Bonus guide: System recovery

Difficulty: easy

In case your SD card gets corrupted or you brick your node, it’s handy to have a quick recovery image at hand so you can quickly flash the SD card to a previous state. It’s not a full backup solution, but allows a system recovery.


Backup essential files on external hard disk

In case everything goes south the recovery should also include essential configuration files from the external hard disk. The blockchain cannot be backed up this way and needs to be copied using SCP again as  described in the main guide.

⚠️ Please note that LND cannot be backuped yet: even slightly outdated channels lead to a force closure by your peer and you losing all funds of that channels. Therefore, a manual wallet recovery is needed.

$ sudo su - bitcoin
$ mkdir backup_hdd
$ tar cvf backup_hdd/bitcoin.tar .bitcoin/bitcoin.conf .bitcoin/wallet.dat .bitcoin/peers.dat .bitcoin/banlist.dat
$ tar cvf backup_hdd/lnd.tar .lnd/lnd.conf
$ exit








Create SD card image


	Shut down your RaspiBolt$ sudo shutdown now


	Remove the SD card and connect it to your regular computer


	Follow this guide to create a disk image:https://lifehacker.com/how-to-clone-your-raspberry-pi-sd-card-for-super-easy-r-1261113524







System recovery

If you have a spare SD card, you should test the system recovery by writing the disk image to the backup SD card and booting your RaspiBolt with it.

If just the SD card was defective, there’s no need to restore the files on your external hard disk. In fact it would cause more harm than good. :heavy_check_mark:



Only if your external hard disk failed as well, or if you want to quickly set up the system from scratch with a new hard disk, you can recover the essential files on your external hard as follows:


	Login with ssh and user “admin”


	If you connect a different hard disk, retrace the connection steps in the main guide and create the necessary directories.


	Stop running services, open a “bitcoin” user session and restore the backed up files




$ sudo systemctl stop lnd.service
$ sudo systemctl stop bitcoind.service

$ sudo su - bitcoin
$ cd /home/bitcoin/backup_hdd/
$ tar xvf bitcoin.tar -C /home/bitcoin
$ tar xvf lnd.tar -C /home/bitcoin
$ exit






	:warning: Before starting the services, make sure that you have an up-to-date copy of the Bitcoin blockchain ready on your external hard disk. Even catching up a few weeks can take days on the Raspberry Pi. Please refer to the main guide on how to download and copy the data via SCP.


	Once you’re all set, restart the services$ sudo systemctl start bitcoind.service$ sudo systemctl start lnd.service




Your node should now be catching up and soon be operational again.



<< Back: Bonus guides
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Bonus guide: Use lncli on a different computer

Difficulty: easy

It is possible to run lnd on the RaspiBolt, and lncli on a different computer. The instructions below explain how to install lncli on a Windows PC and communicate with the RaspiBolt. Instructions for different computer systems (MAC, Linux, …) will be very similar.

In these instructions, it is assumed the lncli computer is on the same LAN as the RaspiBolt. It is possible for the lncli computer to be outside the local LAN but that introduces additional security risks and will not be included in this guide.




RaspiBolt


	Login as admin


	Allow port 10009 in the firewall




admin ~  ฿  sudo su
root@RaspiBolt:/home/admin#  ufw allow from 192.168.0.0/24 to any port  10009 comment 'allow lnd rpc from Local LAN'
root@RaspiBolt:/home/admin#  ufw status
root@RaspiBolt:/home/admin#  exit






	Add one new line in the [Application Options] section of lnd.conf to allow rpc from more than just the default localhostadmin ~ ฿ sudo nano /home/bitcoin/.lnd/lnd.conf




[Application Options]
rpclisten=0.0.0.0:10009






	Temporarily allow admin.macaroon to be copiedadmin ~ ฿ sudo chmod 777 /home/bitcoin/.lnd/admin.macaroon







Windows PC


	Use your browser to visit https://github.com/lightningnetwork/lnd/releases


	Download the file for your OS. For Windows10 it will generally be lnd-windows-amd64-vx.x.x.zip


	Open the compressed file and extract the lncli application (e.g. lncli.exe) to your desktop.
[image: _images/60_remote_zip.png]Zip File


	Open a CMD windowPress Win+R, enter cmd, then press Enter


	Change to the directory where you saved lncli.exe, and view the help information




> cd %USERPROFILE%\desktop
> lncli
...
GLOBAL OPTIONS:
   --rpcserver value        host:port of ln daemon (default: "localhost:10009")
   --lnddir value           path to lnd's base directory (default: "C:\\Users\\xxxx\\AppData\\Local\\Lnd")
   --tlscertpath value      path to TLS certificate (default: "C:\\Users\\xxxx\\AppData\\Local\\Lnd\\tls.cert")
   --no-macaroons           disable macaroon authentication
   --macaroonpath value     path to macaroon file (default: "C:\\Users\\xxx\\AppData\\Local\\Lnd\\admin.macaroon")
   --macaroontimeout value  anti-replay macaroon validity time in seconds (default: 60)
   --macaroonip value       if set, lock macaroon to specific IP address
   --help, -h               show help
   --version, -v            print the version






	Take note of the default (base) directory


	Make the necessary default directory> mkdir %LOCALAPPDATA%\Lnd





	Follow the instructions in  [ Mainnet ]  to use WinSCP to copy the files shown


	Local:  \Users\xxxx\AppData\Local\Lnd


	Remote: /home/bitcoin/.lnd/


	Files: See below








[image: _images/60_winLND.png]Files to Copy


	Back on the RaspiBolt: Reset admin.macaroon permissionsadmin ~ ฿ sudo chmod 600 /home/bitcoin/.lnd/admin.macaroon


	Run lncli on the PC




> cd %USERPROFILE%\desktop
> lncli  --rpcserver ip.of.your.raspibolt:10009  getinfo








A word on Permisson Files (Macaroons)

By default, lncli will load admin.macaroon and hence have full privileges. To limit what the lncli computer can do you can delete unneeded macaroon files and start lncli specifying the approprate macaroon.

Example

>lncli  --macaroonpath %LOCALAPPDATA%\Lnd\readonly.macaroon --rpcserver ip.of.your.raspibolt:10009  addinvoice --amt=100
[lncli] rpc error: code = Unknown desc = permission denied





The table below shows which commands are permitted by each macaroon


	? = Not checked


	n = Not Checked, presumed No


	No  = No (checked, v0.4.1)


	Yes = Yes (checked, v0.4.1)




|Command|admin|readonly|invoice|
|——-| :—: |:—: | :—: |
|create|Yes|n|No|
|unlock|Yes|Yes|Yes|
|newaddress|Yes|No|Yes|
|sendmany|Yes|n|n|
|sendcoins|Yes|n|n|
|connect|Yes|n|No|
|disconnect|Yes|n|No|
|openchannel|Yes|n|No|
|closechannel|Yes|n|No|
|closeallchannels|Yes|n|No|
|listpeers|Yes|Yes|No|
|walletbalance|Yes|Yes|No|
|channelbalance|Yes|Yes|No|
|getinfo|Yes|Yes|No|
|pendingchannels|Yes|Yes|No|
|sendpayment|Yes|n|No|
|payinvoice|Yes|n|No|
|addinvoice|Yes|No|Yes|
|lookupinvoice|Yes|Yes|Yes|
|listinvoices|Yes|Yes|Yes|
|listchannels|Yes|Yes|No|
|listpayments|Yes|Yes|No|
|describegraph|Yes|Yes|No|
|getchaninfo|Yes|Yes|No|
|getnodeinfo|Yes|Yes|No|
|queryroutes|Yes|Yes|No|
|getnetworkinfo|Yes|Yes|No|
|debuglevel|Yes|No|No|
|decodepayreq|Yes|Yes|No|
|listchaintxns|Yes|Yes|No|
|stop|Yes|No|No|
|signmessage|Yes|n|n|
|verifymessage|Yes|?|n|
|feereport|Yes|Yes|No|
|updatechanpolicy|Yes|No|No|
|fwdinghistory|Yes|Yes|No|

Guide by robclark56, thanks!



<< Back: Bonus guides





          

      

      

    

  

    
      
          
            
  


layout: default
title: Additional scripts
parent: Bonus Section
nav_order: 110
has_toc: false




Bonus guide: Additional scripts

Difficulty: easy

The following scripts were created by RobClark56 [https://github.com/robclark56] and help getting a better system overview.

As user “admin”, download the scripts, make them executable and copy them to the global bin folder.


Balance

[image: _images/60_balance.png]

$ cd /home/admin/download/
$ wget https://raw.githubusercontent.com/Stadicus/RaspiBolt/master/resources/lnbalance
$ chmod +x lnbalance
$ sudo cp lnbalance /usr/local/bin
$ cd
$ lnbalance








Channels

[image: _images/60_channels.png]

$ cd /home/admin/download/
$ wget https://raw.githubusercontent.com/Stadicus/RaspiBolt/master/resources/lnchannels
$ chmod +x lnchannels
$ sudo cp lnchannels /usr/local/bin
$ cd
$ lnchannels








Aliases

Aliases are shortcuts for commands that can save time and make it easier to execute common and frequent commands. The following aliases do not display information in a fancy way, but they make it easier to execute commands.


– Testnet


	Logged in as Admin, open the .bashrc file in nano
> sudo nano /home/admin/.bashrc


	Add the following lines to the end of the .bashrc file




alias lndstatus='sudo journalctl -f -u lnd'
alias bitcoindstatus='sudo tail -f /home/bitcoin/.bitcoin/testnet3/debug.log'
alias unlock='lncli unlock'
alias newaddress='lncli --network=testnet newaddress np2wkh'
alias txns='lncli --network=testnet listchaintxns'
alias getinfo='lncli --network=testnet getinfo'
alias walletbalance='lncli --network=testnet walletbalance'
alias peers='lncli --network=testnet listpeers'
alias channels='lncli --network=testnet listchannels'
alias channelbalance='lncli --network=testnet channelbalance'
alias pendingchannels='lncli --network=testnet pendingchannels'
alias openchannel='lncli --etwork=testnet openchannel'
alias connect='lncli --network=testnet connect'
alias payinvoice='lncli --network=testnet payinvoice'
alias addinvoice='lncli --network=testnet addinvoice'






	Execute a source command to register changes to the .bashrc file
> source /home/admin/.bashrc







– Mainnet

When switching to mainnet, follow the Testnet section but removing all instances of –network=testnet from the code.



<< Back: Bonus guides
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Bonus guide: Shango Mobile Lightning Wallet

Difficulty: medium

The mobile app Shango (http://shangoapp.com) allows the managment of the essential features of LND on your RaspiBolt. It provides an status overview, lists peers, allows to open & close channels, and of course you can make payments and create invoices.

At the moment this app is in beta testing. If you find bugs, you can contribute to this project by reporting them here: https://github.com/neogeno/shango-lightning-wallet/issues.

[image: _images/60_shango.png]Shango app overview


Preparation on the Pi

This guide describes how to use Shango from within your own network, the same that also connects your RaspiBolt. It is perfectly possible to use Shango on-the-go and connect to your node at home, but this involves creating new TLS certificates and can conflict with other parts of this guide.


	Add the following line to your lnd configuration file in the section [Application Options]

$ sudo nano /home/bitcoin/.lnd/lnd.conf

rpclisten=0.0.0.0:10009







	Open port 10009 so that Shango wallet can talk to your Lightning node, but only from within the local network (The line sudo ufw allow from 192.168.0.0/24… below assumes that the IP address of your Pi is something like 192.168.0.???, the ??? being any number from 0 to 255. If, for example, your IP address is 12.34.56.78, you must adapt this line to sudo ufw allow from 12.34.56.0/24…., see more details)

$ sudo ufw allow from 192.168.0.0/24 to any port 10009 comment 'allow LND grpc from local LAN'
$ sudo ufw enable
$ sudo ufw status







	Restart LND and unlock wallet

$ sudo systemctl restart lnd
$ lncli unlock







	Install QR encoder to pass our super-secret admin information to the app

$ sudo apt install qrencode
$ cd /home/admin/.lnd







	Set the Bitcoin network:


	on testnet: $ export NETWORK=testnet


	on mainnet: $ export NETWORK=mainnet











Configure Shango app


	Start app & go to “Settings” / “Connect to other LND Servers”


	On your RaspiBolt, enter the following command and “Scan QR” with the app

echo -e "$(curl -s ipinfo.io/ip),\n$(xxd -p -c2000 ~/.lnd/data/chain/bitcoin/$NETWORK/admin.macaroon)," > qr.txt && qrencode -t ANSIUTF8 < qr.txt







	In the app, the input field “IP:Port” is filled with your external ip address. Make sure to replace it with your internal ip address (eg. 192.168.0.20:10009).


	Click on “Connect” and the app should sync with your RaspiBolt.
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Bonus guide: Anonymous node with Tor

Difficulty: medium


What is Tor?

Tor is a free software that allows you to anonymize internet traffic by routing it through a network of nodes to hide the location and usage profile of end points.

It is called “Tor” for “The Onion Router”: information is encrypted multiple times with the public keys of the nodes it passes through. Each node decrypts the layer of information that corresponds to its own private key, pretty much like peeling an onion, until the last that will reveal the clear message.

:point_right: Learn more on Wikipedia [https://en.wikipedia.org/wiki/Tor_%28anonymity_network%29].




Why do you want to run Tor?

Tor is mainly useful as a way to impede traffic analysis, which means analyzing your internet activity (logging you IP address on websites you’re browsing and services you’re using) to learn about you and your interests. Traffic analysis is useful for advertisement and you might want to hide this kind of information merely out of privacy concerns. But it might also be used by outright malevolent actors, criminals or governments to harm you in a lot of possible ways.

Tor allows you to share data on the internet without revealing your location or identity, which can definitely be useful when running a Bitcoin node.

Out of all the reasons why you should run Tor, here are the most relevant to Bitcoin:


	By exposing your home IP address with your node, you are literally saying the whole planet “in this home we run a node”. That’s only one short step from “in this home, we do have bitcoins”, which could potentially turn you and your loved ones into a target for thieves.


	In the eventuality of a full fledged ban and crackdown on Bitcoin owners in the country where you live, you will be an obvious target for law enforcement.


	Coupled with other privacy methods like CoinJoin you can gain more privacy for your transactions, as it eliminates the risk of someone being able to snoop on your node traffic, analyze which transactions you relay and try to figure out which UTXOs are yours, for example.




All the above mentioned arguments are also relevant when using Lightning, as someone that sees a Lightning node running on your home IP address could easily infer that there’s a Bitcoin node at the same location.




Installing Tor

This guide assumes that you’re running a Raspberry Pi 3 or better. If your RaspiBolt is built on an earlier version, it won’t work as described below and you might want to look at these instructions [https://tor.stackexchange.com/questions/242/how-to-run-tor-on-raspbian-on-the-raspberry-pi] instead.

Also, this guide builds on top of the RaspiBolt guide that runs with Raspbian Stretch Lite. If you run a different operating system, you may need to build Tor from source and paths may vary.

For additional reference, the original instructions are available on the Tor project website [https://www.torproject.org/docs/debian.html.en#ubuntu].


	Connect to the RaspiBolt via SSH as user “admin”, as described in the main guide.


	Add the following two lines to sources.list to add the torproject repository.

$ sudo nano /etc/apt/sources.list





deb https://deb.torproject.org/torproject.org stretch main
deb-src https://deb.torproject.org/torproject.org stretch main







	In order to verify the integrity of the Tor files, download and add the signing keys of the torproject using the network certificate management service (dirmngr).

$ sudo apt install dirmngr apt-transport-https
$ curl https://deb.torproject.org/torproject.org/A3C4F0F979CAA22CDBA8F512EE8CBC9E886DDD89.asc | gpg --import
$ gpg --export A3C4F0F979CAA22CDBA8F512EE8CBC9E886DDD89 | sudo apt-key add -







	The latest version of Tor can now be installed. While not required, tor-arm provides a dashboard that you might find useful.

$ sudo apt update
$ sudo apt install tor tor-arm







	Check the version of Tor (it should be 0.3.3.6 or newer) and that the service is up and running.

$ tor --version
Tor version 0.3.4.9 (git-074ca2e0054fded1).
$ systemctl status tor







	Check that within the “tor-service-defaults-torrc” file the “User” name is “debian-tor”.

$ cat /usr/share/tor/tor-service-defaults-torrc
User debian-tor







	Check which users belong to the debian-tor group. If “bitcoin” is not there, which is most likely the case, you will need to add it and check again.

$ cat /etc/group | grep debian-tor
debian-tor:x:113:
$ sudo usermod -a -G debian-tor bitcoin
$ cat /etc/group | grep debian-tor
debian-tor:x:123:bitcoin







	Modify the Tor configuration by uncommenting (removing the #) or adding the following lines.

$ sudo nano /etc/tor/torrc





# uncomment:
ControlPort 9051
CookieAuthentication 1

# add:
CookieAuthFileGroupReadable 1







	Restart Tor to activate modifications

$ sudo systemctl restart tor












Setup Tor for Bitcoin Core


Configuration


	In the “admin” user session, stop Bitcoin and LND.

$ sudo systemctl stop lnd
$ sudo systemctl stop bitcoind







	Open the Bitcoin configuration and add the following lines. The argument onlynet should not be specified (delete this line if present).

$ sudo nano /home/bitcoin/.bitcoin/bitcoin.conf





# add / change:
proxy=127.0.0.1:9050
bind=127.0.0.1
listenonion=1







	Archive the current logfile and restart Bitcoin Core to use the adjusted configuration.

$ sudo mv /home/bitcoin/.bitcoin/debug.log /home/bitcoin/.bitcoin/debug.log.old
$ sudo systemctl start bitcoind












Validation

Bitcoin Core is starting and we now need to check if all connections are truly routed over Tor.


	Verify operations in the debug.log file. You should see your onion address after about one minute.

$ sudo tail /home/bitcoin/.bitcoin/debug.log -f -n 200
InitParameterInteraction: parameter interaction: -proxy set -> setting -upnp=0
InitParameterInteraction: parameter interaction: -proxy set -> setting -discover=0
...
torcontrol thread start
...
tor: Got service ID [YOUR_ID] advertising service [YOUR_ID].onion:8333
addlocal([YOUR_ID].onion:8333,4)





[image: _images/69_startup.png]debug.log output for Tor setup[image: _images/69_startup2.png]debug.log output for Tor setup 2



	Display the Bitcoin network info to verify that the different network protocols are bound to proxy 127.0.0.1:9050, which is Tor on your localhost. Note the onion network is now reachable: true.

$ bitcoin-cli getnetworkinfo





[image: _images/69_networkinfo.png]bitcoin-cli getnetworkinfo listing network protocol bindings



	Verify that your node is reachable within the Bitcoin network. Bitnodes’ check for .onion addresses is very unreliable, generally the API method works better.

If the result is negative, just try again a minute later as sometimes the lookup will fail to contact your node for some reasons. If your node is persistently not reachable, verify your port forwarding and firewall settings. Even if all say “not reachable” or “down”, but you get 8 or more peers, you’re just fine.


	Go to bitnodes.earn.com [https://bitnodes.earn.com/] and copy/paste your .onion address here:[image: _images/69_bitnodes.png]bitnodes


	Check directly using the API by using this link (insert your own .onion address, like https://bitnodes.earn.com/nodes/627jdioviypreq7v.onion-8333/):

https://bitnodes.earn.com/nodes/[your-onion-adress.onion]-8333/











	Check the IP address that other peers use to connect to your node. First, get your real public IP address:

$ curl icanhazip.com







	and then verify that it is not used as localaddr by Bitcoin.

$ bitcoin-cli getpeerinfo | grep  local





:warning: If you still see your real public IP address listed, something is wrong as one or many of your peers are currently connected with you on clearnet. This means that you’re effectively deanonymized.



	If you’re not going to configure LND at the moment, start the service as well. Otherwise you can skip this step.

$ sudo systemctl start lnd









Additional video guide:point_right: If you’re a bit lost, you can watch this video [https://youtu.be/57GW5Q2jdvw] that is very clear and shows pretty much the same process (there are also some extra optional steps that I describe below).






Setup Tor for LND

Two important points:


	LND needs Tor version 0.3.3.6 or newer. If you followed this tutorial to install Tor this shouldn’t be an issue.


	In case you have been running a node on clearnet before, it is recommended to close all Lightning channels and start a brand new node on Tor. Your existing public key is already associated with your real IP address and known to your peers, so with this data you’re pretty easy to deanonymize.




Ok, let’s get to work.


	With the “admin” user, stop LND:

$ sudo systemctl stop lnd







	Open the LND configuration file and add / change the following lines.

$ sudo nano /home/bitcoin/.lnd/lnd.conf





# add / change the following options within [Application Options]:
listen=localhost
nat=false

# add:
[Tor]
tor.active=true
tor.v3=true







	Restart LND as usual, give it some time and unlock the wallet:

$ sudo systemctl start lnd
$ lncli unlock







	The output of lncli getinfo or lncli getnodeinfo [YOUR_PUBKEY] commands should not display your IP address anymore.




:point_right: More information is available on the LND project Github repository [https://github.com/lightningnetwork/lnd/blob/master/docs/configuring_tor].




Go a little further

Your Bitcoin and Lightning nodes are now connected to the world through the Tor network, and are much harder to isolate and associate with a geographical location. But you should be aware that Tor is no silver bullet [https://security.stackexchange.com/questions/147402/how-do-traffic-correlation-attacks-against-tor-users-work] and that you are still vulnerable to a range of attacks from “simple” DoS to total deanonymization of users. This configuration aims to be a good compromise between performance and security for an average user that is exposed to average risks.

The attack surface can be reduced even further, but that can impede your ability to connect with other peers. However, this could make you fall out-of-sync with the rest of the network.

For example, you can:


	Connect only to Tor nodes
Accept to connect only with peers that have a .onion address. In the Bitcoin configuration file, add the following line:

$ sudo nano /home/bitcoin/.bitcoin/bitcoin.conf





onlynet=onion





If you check bitcoin-cli getnetworkinfo you will notice that ipv4 and ipv6 networks are no longer reachable. You can connect now only to peers on the Tor network.



	Deactivate DNS lookup
DNS lookups for other peers could potentially be used to deanonymize you, at least it happened in the past. Some people might want to deactivate DNS request that are usually used to find other nodes on the network.

With this configuration, your node is not capable to find peers on its own. That’s why it is necessary to bootstrap it with a hardcoded list of a few nodes to contact on startup by specifying addnode. You need to add one line for each address. You can find address lists online, for example here [https://bitcoin.stackexchange.com/questions/70069/how-can-i-setup-bitcoin-to-be-anonymous-with-tor], but it raises other risks so be careful…

In the Bitcoin configuration file, add the following lines:

$ sudo nano /home/bitcoin/.bitcoin/bitcoin.conf





dnsseed=0
dns=0
addnode=[ADDRESS].onion(:port)
addnode=[ADDRESS].onion(:port)
...





If you want to know more about DNS, you can have a look at Wikipedia [https://fr.wikipedia.org/wiki/Domain_Name_System] or the incredible (comic booklet) Zine Networking [https://wizardzines.com/zines/networking/] by Julia Evans.







Don’t forget to restart bitcoind with sudo systemctl restart bitcoind each time you change something.
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Bonus guide: Auto-unlock LND on startup

Difficulty: medium


Please note: this guide has not been updated to LND 0.5 yet and might not work as intended.




It takes a litte getting used to the fact that the LND wallet needs  to be manually unlocked everytime the LND daemon is restarted. This  makes sense from a security perspective, as the wallet is encrypted and  the key is not stored on the same machine. For reliable operations,  however, this is not optimal, as you can easily recover LND after it  restarts for some reason (crash or power outage), but then it’s stuck  with a locked wallet and cannot operate at all.

This is why a script that automatically unlocks the wallet is  helpful. The password is stored in a root-only directory as plaintext,  so clearly not so secure, but for reasonable amounts this is a good  middle-ground in my opinion. You can always decide to stick to manual  unlocking, or implement a solution that unlocks the wallet from a remote  machine.

:warning: Important: this works only for “systemd” version 230+. You can check this as follows:$ systemd --version


	As user “admin”, create a new directory and save your LND wallet password [C] into a text file$ sudo mkdir /etc/lnd$ sudo nano /etc/lnd/pwd


	The following script unlocks the LND wallet through its web service (REST interface). Some additional information:


	The script checks if the Pi has just booted or if just the service restarted. Depending on that, it waits for either 3 minutes (180s) or 10 seconds for lnd to be ready. This seem to work fine, but you can be adjust the sleep time if you run into timeout issues.


	This script automatically detects whether you are on Bitcoin testnet or mainnet.


	The output of the API call is appended to the file debug.log. Check here first if your wallet just does not unlock (you won’t see another error).


	All automatic unlocks are recorded in audit.log.






	Copy the following script it into a new file.$ sudo nano /etc/lnd/unlock

#!/bin/sh
# LND wallet auto-unlock script (Updated for LND 0.5 and above)
# 2018 by meeDamian, robclark56 (Updated by zwarbo, martinatime, CodingMuziekwijk)

LN_ROOT="/home/bitcoin/.lnd"
BITCOIN_DIR="/home/bitcoin/.bitcoin"

upSeconds="$(cat /proc/uptime | grep -o '^[0-9]\+')"
upMins=$((${upSeconds} / 60))

if [ "${upMins}" -lt "5" ]
then
  /bin/sleep 180s
else
  /bin/sleep 10s
fi

chain="$(bitcoin-cli -datadir=${BITCOIN_DIR} getblockchaininfo | jq -r '.chain')"

curl -s \
        -H "Grpc-Metadata-macaroon: $(xxd -ps -u -c 1000 ${LN_ROOT}/data/chain/bitcoin/${chain}net/admin.macaroon))" \
        --cacert ${LN_ROOT}/tls.cert \
        -X POST -d "{\"wallet_password\": \"$(cat /etc/lnd/pwd | tr -d '\n' | base64 -w0)\"}" \
        https://localhost:8080/v1/unlockwallet >> /etc/lnd/debug.log 2>&1

echo "$? $(date)" >> /etc/lnd/audit.log
exit 0







	Make the directory and all content accessible only for “root”

$ sudo chmod 400 /etc/lnd/pwd
$ sudo chmod 100 /etc/lnd/unlock
$ sudo chown root:root /etc/lnd/*







	Edit the LND systemd unit. This starts the script directly after LND is running.$ sudo nano /etc/systemd/system/lnd.service

# remove this line (if present):
# PIDFile=/home/bitcoin/.lnd/lnd.pid

# add this line directly below ExecStart:
ExecStartPost=+/etc/lnd/unlock

# make sure that the overall timeout is longer than the script wait time, eg. 240s
TimeoutSec=240







	Edit the LND config file to enable the REST interface on port 8080$ sudo nano /home/bitcoin/.lnd/lnd.conf

# add the following line in the [Application Options] section
restlisten=localhost:8080







	Reload the systemd unit, restart LND and watch the startup process to see if the wallet is automatically unlocked

$ sudo systemctl daemon-reload
$ sudo systemctl restart lnd







	You can observe how the LND starts and the wallet is unlocked by loggin into a second session and watching the log file:$ sudo journalctl -u lnd -f
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The aim of this additional troubleshooting guide is to help you debug your system, verify all important configurations and find the frikkin’ little problem that keeps you from running the perfect Lightning node.

Where possible, I’ll link to the relevant part of the guide. If you see any discrepancies from the expected output, double check how you set up your node in that specific area.


General FAQ

I collected frequent questions not directly related with issues in a separate General FAQ section:


	Can I get rich by routing Lightning payments?


	Can I attach the Ext4 formatted hard disk to my Windows computer?


	What do all the Linux commands do?


	Where can I get more information?


	How to upgrade Bitcoin Core or LND?


	Why do I need the 32 bit version of Bitcoin when I have a Raspberry Pi 3 with a 64 bit processor?







Issues / Knowledge Base on Github

When running into problems, you (and many before you) can open an issue on GitHub.https://github.com/Stadicus/guides/issues


	Please check this Troubleshooting Guide first.


	Check the GitHub Issues if it is a known problem. Maybe somebody already solved it?


	Open a new Issue and provide as much information to reproduce the problem as possible.







Hardware & operating system


Can you login using SSH?

If you somehow locked yourself out of your Pi, you can connect it to a display and keyboard to log in directly without any certificate.




Do you have a compatible Raspberry Pi?

$ cat /proc/device-tree/model
Raspberry Pi 3 Model B Rev 1.2

$ uname -a
Linux RaspiBolt 4.14.71-v7+ #1145 SMP Fri Sep 21 15:38:35 BST 2018 armv7l GNU/Linux





Important is that your Raspberry Pi uses the armv7 CPU architecture.




Is you root filesystem read-only?

If you get an error like unable to ..... : Read-only file system, this points to a faulty sd card. If linux detects a corrupt root filesystem, it drops into read-only mode. Try to flash the sd card again, or use a different card.




Is the hard disk mounted?

Check if the hard disk has been mounted to /mnt/hdd and if the size is about right. The other lines can vary on your Pi.

admin@RaspiBolt:~ $ df -h
Filesystem      Size  Used Avail Use% Mounted on
/dev/root        15G  2.9G   12G  21% /
devtmpfs        484M     0  484M   0% /dev
tmpfs           489M     0  489M   0% /dev/shm
tmpfs           489M   50M  440M  11% /run
tmpfs           5.0M  4.0K  5.0M   1% /run/lock
tmpfs           489M     0  489M   0% /sys/fs/cgroup
/dev/mmcblk0p1   43M   22M   21M  52% /boot
/dev/sda1       458G  232G  203G  54% /mnt/hdd
tmpfs            98M     0   98M   0% /run/user/1001








Errors resulting from a defective hard disk, eg. when copying the blockchain?

To check the file system of the hard disk, you need to unmount it, and as we also have the swapfile on the hard disk, restart  without bitcoind / lnd autostart.

Disable the services and add a # in front of your mount entry in /etc/fstab, save & exit and reboot.

$ sudo systemctl disable bitcoind
$ sudo systemctl disable lnd
$ sudo nano /etc/fstab
#UUID=[your_hdd_UUID] /mnt/hdd ext4 noexec,defaults 0 0
$ sudo shutdown -r now





Now, let’s check if the hdd is really not mounted any more (no entry for /mnt/hdd), get the NAME of the device (eg. sda1) and check the file system.

$ df -h
$ lsblk -o UUID,NAME,FSTYPE,SIZE,LABEL,MODEL
$ sudo fsck /dev/sda1 -f





Try to fix any errors that might be detected. If the hard disk is physically faulty, a replacement might be necessary.

To get back up and running, reverse the first steps:

$ sudo systemctl enable bitcoind
$ sudo systemctl enable lnd
$ sudo nano /etc/fstab
UUID=[your_hdd_UUID] /mnt/hdd ext4 noexec,defaults 0 0
$ sudo shutdown -r now








Are ip ports accessible through the firewall?

The most important ports are 22, 8333, 9735 and 1900/udp. Others can be necessary for bonus guides, and there may be additional ports open on your Pi (eg. the (v6) variants).

It is essential to have the right subnet mask, like 192.168.0.0/24  (see guide).

$ sudo ufw status
Status: active

To                         Action      From
--                         ------      ----
22                         ALLOW       192.168.0.0/24             # allow SSH from local LAN
50002                      ALLOW       192.168.0.0/24             # allow Electrum from local LAN
9735                       ALLOW       Anywhere                   # allow Lightning
8333                       ALLOW       Anywhere                   # allow Bitcoin mainnet
18333                      ALLOW       Anywhere                   # allow Bitcoin testnet
Anywhere                   ALLOW       192.168.0.0/24 1900/udp    # allow local LAN SSDP for UPnP discovery
10009                      ALLOW       192.168.0.0/24             # allow LND grpc from local LAN










Users & directories


Have all users and home directories been created?

$ cat /etc/passwd
.
.
admin:x:1001:1001:,,,:/home/admin:/bin/bash
bitcoin:x:1002:1002:,,,:/home/bitcoin:/bin/bash








Are the application directories created and linked correctly?

It’s important that the following symbolic links are in the “bitcoin” users’ home directory. The should be shown light & dark blue, and must not be red (symbolizing a broken link).

User “bitcoin” must have write access (depicted in the 3rd character “w” in “lrwxrwxrwx” below). Check with touch.

$ sudo su - bitcoin
$ touch /home/bitcoin/test
$ ls -la /home/bitcoin/
.
lrwxrwxrwx 1 bitcoin bitcoin   16 Nov 13 21:47 .bitcoin -> /mnt/hdd/bitcoin
lrwxrwxrwx 1 bitcoin bitcoin   12 Nov 13 22:28 .lnd -> /mnt/hdd/lnd
-rw-r--r-- 1 bitcoin bitcoin    0 Nov 27 18:36 test
.





Not all bitcoin files must be present, but bitcoin must have write access of the current directory (check with touch).

$ touch /home/bitcoin/.bitcoin/test
$ ls -la /home/bitcoin/.bitcoin/
total 7232
drwxr-xr-x 6 bitcoin bitcoin    4096 Nov 27 16:11 .
drwxr-xr-x 5 bitcoin bitcoin    4096 Nov 13 22:28 ..
-rw------- 1 bitcoin bitcoin     145 Nov 27 15:56 banlist.dat
-rw-r--r-- 1 bitcoin bitcoin     467 Nov 25 09:07 bitcoin.conf
-rw------- 1 bitcoin bitcoin       5 Nov 25 09:18 bitcoind.pid
drwxr-xr-x 3 bitcoin bitcoin   73728 Nov 27 10:58 blocks
drwxr-xr-x 2 bitcoin bitcoin   69632 Nov 27 16:12 chainstate
drwx------ 2 bitcoin bitcoin    4096 Nov 25 09:22 database
-rw------- 1 bitcoin bitcoin       0 Nov 14 18:50 db.log
-rw------- 1 bitcoin bitcoin 1038648 Nov 27 16:16 debug.log
-rw------- 1 bitcoin bitcoin  247985 Nov 25 09:18 fee_estimates.dat
-rw------- 1 bitcoin bitcoin       0 Nov 14 18:50 .lock
-rw------- 1 bitcoin bitcoin  353600 Nov 25 09:18 mempool.dat
-rw------- 1 bitcoin bitcoin 4170378 Nov 27 16:11 peers.dat
-rw-r--r-- 1 bitcoin bitcoin       0 Nov 27 18:24 test
drwxr-xr-x 5 bitcoin bitcoin    4096 Nov 25 05:31 testnet3
-rw------- 1 bitcoin bitcoin 1409024 Nov 27 09:19 wallet.dat
-rw------- 1 bitcoin bitcoin       0 Nov 14 18:50 .walletlock





If LND has been started at least once, the following files and directories should be present.

$ touch /home/bitcoin/.lnd/test
$ ls -la /home/bitcoin/.lnd/
total 28
drwxr-xr-x 4 bitcoin bitcoin 4096 Nov 16 16:28 .
drwxr-xr-x 5 bitcoin bitcoin 4096 Nov 13 22:28 ..
drwx------ 4 bitcoin bitcoin 4096 Nov 13 22:37 data
-rw-r--r-- 1 bitcoin bitcoin  425 Nov 16 16:28 lnd.conf
drwx------ 3 bitcoin bitcoin 4096 Nov 13 22:30 logs
-rw-r--r-- 1 bitcoin bitcoin    0 Nov 27 18:37 test
-rw-r--r-- 1 bitcoin bitcoin  733 Nov 13 22:30 tls.cert
-rw------- 1 bitcoin bitcoin  227 Nov 13 22:30 tls.key





Don’t forget to exit the “bitcoin” user session:

$ exit










Bitcoin Core

First, let’s disable the systemd autostart and reboot the Pi to run everything manually.

$ sudo systemctl disable bitcoind
$ sudo systemctl disable lnd
$ sudo shutdown -r now





If the base setup seems fine, lets open a “bitcoin” user session, check the Bitcoin Core configuration, start the program and check the output.

$ sudo su - bitcoin

$ cat /home/bitcoin/.bitcoin/bitcoin.conf
# RaspiBolt LND Mainnet: bitcoind configuration
# /home/bitcoin/.bitcoin/bitcoin.conf

# remove the following line to enable Bitcoin mainnet
testnet=1

# Bitcoind options
server=1
daemon=1

# Connection settings
rpcuser=raspibolt
rpcpassword=PASSWORD_B

onlynet=ipv4
zmqpubrawblock=tcp://127.0.0.1:28332
zmqpubrawtx=tcp://127.0.0.1:28333

# Raspberry Pi optimizations
dbcache=100
maxorphantx=10
maxmempool=50
maxconnections=40
maxuploadtarget=5000

$  bitcoind --version
Bitcoin Core Daemon version v0.17.0.1

$ bitcoind
Bitcoin server starting

$ tail -f /home/bitcoin/.bitcoin/debug.log
2018-11-25T19:31:57Z Bitcoin Core version v0.17.0.1 (release build)
2018-11-25T19:31:57Z InitParameterInteraction: parameter interaction: -whitelistforcerelay=1 -> setting -whitelistrelay=1
2018-11-25T19:31:57Z Assuming ancestors of block 0000000000000000002e63058c023a9a1de233554f28c7b21380b6c9003f36a8 have valid signatures.
2018-11-25T19:31:57Z Setting nMinimumChainWork=0000000000000000000000000000000000000000028822fef1c230963535a90d
2018-11-25T19:31:57Z Using the 'standard' SHA256 implementation
2018-11-25T19:31:57Z Default data directory /home/bitcoin/.bitcoin
2018-11-25T19:31:57Z Using data directory /home/bitcoin/.bitcoin
2018-11-25T19:31:57Z Using config file /home/bitcoin/.bitcoin/bitcoin.conf
2018-11-25T19:31:57Z Using at most 40 automatic connections (128000 file descriptors available)
2018-11-25T19:31:57Z Using 16 MiB out of 32/2 requested for signature cache, able to store 524288 elements
2018-11-25T19:31:57Z Using 16 MiB out of 32/2 requested for script execution cache, able to store 524288 elements
2018-11-25T19:31:57Z Using 4 threads for script verification
2018-11-25T19:31:57Z scheduler thread start
2018-11-25T19:31:57Z HTTP: creating work queue of depth 16
2018-11-25T19:31:57Z Config options rpcuser and rpcpassword will soon be deprecated. Locally-run instances may remove rpcuser to use cookie-based auth, or may be replaced with rpcauth. Please see share/rpcauth for rpcauth auth generation.
2018-11-25T19:31:57Z HTTP: starting 4 worker threads
2018-11-25T19:31:57Z Using wallet directory /home/bitcoin/.bitcoin
2018-11-25T19:31:57Z init message: Verifying wallet(s)...
2018-11-25T19:31:57Z Using BerkeleyDB version Berkeley DB 4.8.30: (April  9, 2010)
2018-11-25T19:31:57Z Using wallet wallet.dat
2018-11-25T19:31:57Z BerkeleyEnvironment::Open: LogDir=/home/bitcoin/.bitcoin/database ErrorFile=/home/bitcoin/.bitcoin/db.log
2018-11-25T19:31:57Z Cache configuration:
2018-11-25T19:31:57Z * Using 2.0MiB for block index database
2018-11-25T19:31:57Z * Using 8.0MiB for chain state database
2018-11-25T19:31:57Z * Using 90.0MiB for in-memory UTXO set (plus up to 47.7MiB of unused mempool space)
2018-11-25T19:31:57Z init message: Loading block index...
2018-11-25T19:31:57Z Opening LevelDB in /home/bitcoin/.bitcoin/blocks/index
2018-11-25T19:31:58Z Opened LevelDB successfully
2018-11-25T19:31:58Z Using obfuscation key for /home/bitcoin/.bitcoin/blocks/index: 0000000000000000
2018-11-25T19:32:21Z LoadBlockIndexDB: last block file = 1445
2018-11-25T19:32:21Z LoadBlockIndexDB: last block file info: CBlockFileInfo(blocks=34, size=38568339, heights=551687...551720, time=2018-11-25...2018-11-25)
2018-11-25T19:32:21Z Checking all blk files are present...
2018-11-25T19:32:22Z Opening LevelDB in /home/bitcoin/.bitcoin/chainstate
2018-11-25T19:32:26Z Opened LevelDB successfully
2018-11-25T19:32:26Z Using obfuscation key for /home/bitcoin/.bitcoin/chainstate: 379f438868caeb46
2018-11-25T19:32:27Z Loaded best chain: hashBestChain=00000000000000000019f4d6b0a3ac29f65789035e88ca279d2820a33405e056 height=551720 date=2018-11-25T19:22:18Z progress=0.999996
2018-11-25T19:32:27Z init message: Rewinding blocks...
2018-11-25T19:32:34Z init message: Verifying blocks...
2018-11-25T19:32:34Z Verifying last 6 blocks at level 3
2018-11-25T19:32:34Z [0%]...[16%]...[33%]...[50%]...[66%]...[83%]...[99%]...[DONE].
2018-11-25T19:32:57Z No coin database inconsistencies in last 6 blocks (10080 transactions)
2018-11-25T19:32:57Z  block index           60089ms
2018-11-25T19:32:57Z init message: Loading wallet...
2018-11-25T19:32:58Z [default wallet] nFileVersion = 170001
2018-11-25T19:32:58Z [default wallet] Keys: 2001 plaintext, 0 encrypted, 2001 w/ metadata, 2001 total. Unknown wallet records: 1
2018-11-25T19:32:58Z [default wallet] Wallet completed loading in             432ms
2018-11-25T19:32:58Z [default wallet] setKeyPool.size() = 2000
2018-11-25T19:32:58Z [default wallet] mapWallet.size() = 0
2018-11-25T19:32:58Z [default wallet] mapAddressBook.size() = 0
2018-11-25T19:32:58Z mapBlockIndex.size() = 551721
2018-11-25T19:32:58Z nBestHeight = 551720
2018-11-25T19:32:58Z Bound to [::]:8333
2018-11-25T19:32:58Z Bound to 0.0.0.0:8333
2018-11-25T19:32:58Z init message: Loading P2P addresses...
2018-11-25T19:32:58Z torcontrol thread start
2018-11-25T19:32:58Z Leaving InitialBlockDownload (latching to false)
2018-11-25T19:33:00Z Loaded 63097 addresses from peers.dat  1856ms
2018-11-25T19:33:00Z init message: Loading banlist...
2018-11-25T19:33:00Z init message: Starting network threads...
2018-11-25T19:33:00Z net thread start
2018-11-25T19:33:00Z addcon thread start
2018-11-25T19:33:00Z init message: Done loading
2018-11-25T19:33:00Z msghand thread start
2018-11-25T19:33:00Z dnsseed thread start
2018-11-25T19:33:00Z opencon thread start
2018-11-25T19:33:02Z New outbound peer connected: version: 70015, blocks=551720, peer=1
2018-11-25T19:33:04Z socket recv error Connection reset by peer (104)
2018-11-25T19:33:11Z Loading addresses from DNS seeds (could take a while)
2018-11-25T19:33:14Z New outbound peer connected: version: 70015, blocks=551720, peer=7
2018-11-25T19:33:14Z New outbound peer connected: version: 70015, blocks=551720, peer=9
2018-11-25T19:33:15Z New outbound peer connected: version: 70015, blocks=551720, peer=10
2018-11-25T19:33:26Z 255 addresses found from DNS seeds
2018-11-25T19:33:26Z dnsseed thread exit
2018-11-25T19:33:28Z New outbound peer connected: version: 70015, blocks=551720, peer=14
2018-11-25T19:33:29Z New outbound peer connected: version: 70015, blocks=551720, peer=15
...
...

$ bitcoin-cli getblockchaininfo
$ bitcoin-cli stop
$ exit





Back to normal operations: enable & start the services again.

$ sudo systemctl enable bitcoind
$ sudo systemctl start bitcoind
$ sudo systemctl enable lnd
$ sudo systemctl start lnd








LND

Let’s check the configuration and operations of LND.

$ sudo systemctl stop lnd
$ sudo su - bitcoin

$ cat /home/bitcoin/.lnd/lnd.conf
# RaspiBolt: lnd configuration
# /home/bitcoin/.lnd/lnd.conf

[Application Options]
debuglevel=info
maxpendingchannels=5
alias=YOUR_NAME [LND]
color=#68F442
nat=true

[Bitcoin]
bitcoin.active=1

# enable either testnet or mainnet
bitcoin.testnet=1
#bitcoin.mainnet=1

bitcoin.node=bitcoind

[autopilot]
autopilot.active=1
autopilot.maxchannels=5
autopilot.allocation=0.6

$ lnd
Attempting automatic RPC configuration to bitcoind
Automatically obtained bitcoind's RPC credentials
2018-11-25 19:40:03.072 [INF] LTND: Version 0.5.0-beta commit=3b2c807288b1b7f40d609533c1e96a510ac5fa6d
2018-11-25 19:40:03.072 [INF] LTND: Active chain: Bitcoin (network=mainnet)
2018-11-25 19:40:03.073 [INF] CHDB: Checking for schema update: latest_version=6, db_version=6
2018-11-25 19:40:03.107 [INF] RPCS: password RPC server listening on 127.0.0.1:10009
2018-11-25 19:40:03.107 [INF] RPCS: password gRPC proxy started at 127.0.0.1:8080
2018-11-25 19:40:03.107 [INF] LTND: Waiting for wallet encryption password. Use `lncli create` to create a wallet, `lncli unlock` to unlock an existing wallet, or `lncli changepassword` to change the password of an existing wallet and unlock it.





As this “bitcoin” user session is now occupied by LND, open a second SSH session (shown here with prefix $2) with your node and unlock your wallet.

$2 sudo su - bitcoin
$2 lncli unlock





Back in your first SSH session, the wallet is shown as unlocked and LND starts connecting to the network (see example output below). Any potential errors will be shown here.

2018-11-25 19:42:57.143 [INF] LNWL: Opened wallet
2018-11-25 19:42:57.689 [INF] LTND: Primary chain is set to: bitcoin
2018-11-25 19:42:57.785 [INF] LNWL: Started listening for bitcoind block notifications via ZMQ on tcp://127.0.0.1:28332
2018-11-25 19:42:57.785 [INF] LTND: Initializing bitcoind backed fee estimator
2018-11-25 19:42:57.785 [INF] LNWL: Started listening for bitcoind transaction notifications via ZMQ on tcp://127.0.0.1:28333
2018-11-25 19:43:04.128 [INF] LNWL: The wallet has been unlocked without a time limit
2018-11-25 19:43:04.129 [INF] LTND: LightningWallet opened
2018-11-25 19:43:04.178 [INF] LNWL: Started rescan from block 0000000000000000001166353e32a530830aba5ab1bb1201330ad61d6019be93 (height 551831) for 0 addresses
2018-11-25 19:43:04.178 [INF] LNWL: Starting rescan from block 0000000000000000001166353e32a530830aba5ab1bb1201330ad61d6019be93
2018-11-25 19:43:04.646 [INF] HSWC: Restoring in-memory circuit state from disk
2018-11-25 19:43:04.701 [INF] HSWC: Payment circuits loaded: num_pending=0, num_open=0
2018-11-25 19:43:04.746 [INF] SRVR: Scanning local network for a UPnP enabled device
2018-11-25 19:43:05.775 [INF] LNWL: Rescan finished at 551831 (0000000000000000001166353e32a530830aba5ab1bb1201330ad61d6019be93)
2018-11-25 19:43:05.864 [INF] LNWL: Catching up block hashes to height 551831, this might take a while
2018-11-25 19:43:05.898 [INF] LNWL: Done catching up block hashes
2018-11-25 19:43:05.898 [INF] LNWL: Finished rescan for 0 addresses (synced to block 0000000000000000001166353e32a530830aba5ab1bb1201330ad61d6019be93, height 551831)
2018-11-25 19:43:09.030 [INF] SRVR: Automatically set up port forwarding using UPnP to advertise external IP
2018-11-25 19:43:09.456 [INF] RPCS: RPC server listening on 127.0.0.1:10009
2018-11-25 19:43:09.456 [INF] RPCS: gRPC proxy started at 127.0.0.1:8080
2018-11-25 19:43:09.463 [INF] LTND: Waiting for chain backend to finish sync, start_height=551832
2018-11-25 19:43:09.481 [INF] LTND: Chain backend is fully synced (end_height=551832)!
2018-11-25 19:43:09.528 [INF] NTFN: New block epoch subscription
2018-11-25 19:43:09.528 [INF] HSWC: Starting HTLC Switch
2018-11-25 19:43:09.528 [INF] NTFN: New block epoch subscription
2018-11-25 19:43:09.529 [INF] NTFN: New block epoch subscription
2018-11-25 19:43:09.542 [INF] UTXN: Processing outputs from missed blocks. Starting with blockHeight=551831, to current blockHeight=551832
2018-11-25 19:43:09.542 [INF] UTXN: Attempting to graduate height=551832: num_kids=0, num_babies=0
2018-11-25 19:43:09.650 [INF] UTXN: UTXO Nursery is now fully synced
2018-11-25 19:43:09.650 [INF] DISC: Authenticated Gossiper is starting
2018-11-25 19:43:09.651 [INF] BRAR: Starting contract observer, watching for breaches.
2018-11-25 19:43:09.651 [INF] NTFN: New block epoch subscription
2018-11-25 19:43:09.655 [INF] CRTR: FilteredChainView starting
2018-11-25 19:43:15.542 [INF] CRTR: Filtering chain using 12730 channels active
2018-11-25 19:43:15.554 [INF] CRTR: Prune tip for Channel Graph: height=551831, hash=0000000000000000001166353e32a530830aba5ab1bb1201330ad61d6019be93
2018-11-25 19:43:15.559 [INF] CRTR: Syncing channel graph from height=551831 (hash=0000000000000000001166353e32a530830aba5ab1bb1201330ad61d6019be93) to height=551832 (hash=0000000000000000001ab31e179a5e77b16ee0ddb1c8b07ae2b2dc11d06d68fa)
2018-11-25 19:43:16.452 [INF] CRTR: Block 0000000000000000001ab31e179a5e77b16ee0ddb1c8b07ae2b2dc11d06d68fa (height=551832) closed 0 channels
2018-11-25 19:43:16.452 [INF] CRTR: Graph pruning complete: 0 channels were closed since height 551831
2018-11-25 19:43:16.563 [INF] CMGR: Server listening on [::]:9735
2018-11-25 19:43:16.607 [INF] SRVR: Initializing peer network bootstrappers!
2018-11-25 19:43:16.607 [INF] SRVR: Creating DNS peer bootstrapper with seeds: [[nodes.lightning.directory soa.nodes.lightning.directory]]
2018-11-25 19:43:16.608 [INF] DISC: Attempting to bootstrap with: Authenticated Channel Graph
2018-11-25 19:43:16.630 [INF] DISC: Obtained 3 addrs to bootstrap network with
2018-11-25 19:43:16.806 [INF] SRVR: Established connection to: 86.70.56.25:9735
...





To get back to normal operations, shut down LND with Ctrl-C, then

...
2018-11-25 19:43:27.382 [INF] PEER: Disconnecting 104.196.6.10:9735, reason: server: disconnecting peer 104.196.6.10:9735
2018-11-25 19:43:27.494 [INF] LTND: Shutdown complete

$ exit
$ sudo systemctl start lnd





Log files are located in the directory /home/bitcoin/.lnd/logs/bitcoin/mainnet (or testnet), you can check them as follows:

$ tail -f /home/bitcoin/.lnd/logs/bitcoin/mainnet/lnd.log







I will extend this troubleshooting guide constantly with findings that have been or will be reported in the issues section.
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Bonus guide: Zap Desktop Lightning Wallet

Difficulty: easy

The desktop app Zap (https://github.com/LN-Zap/zap-desktop) is a cross platform Lightning Network wallet focused on user experience and ease of use.

Download Zap for your operating sytem:
https://github.com/LN-Zap/zap-desktop/releasesInstall instructions: https://github.com/LN-Zap/zap-desktop#install


Preparation on the Pi


	Allow connections to the RaspiBolt from your own network (the netmask /16 restricts access to all computers with an ip address of 192.168..).

$ sudo nano /home/bitcoin/.lnd/lnd.conf





Add the following lines to the section [Application Options]:

tlsextraip=192.168.0.0/16
rpclisten=0.0.0.0:10009







	Delete the tls.cert file and restart LND to recreate it.

$ sudo rm /home/bitcoin/.lnd/tls.*
$ sudo systemctl restart lnd







	Copy the new tls.cert to the user “admin”.

$ sudo cp /home/bitcoin/.lnd/tls.cert /home/admin/.lnd







	Unlock the LND wallet.

$ lncli unlock







	Allow the UFW firewall to listen on 10009 from the LAN, restart and check it.

$ sudo ufw allow from 192.168.0.0/16 to any port 10009 comment 'allow LND grpc from local LAN'
$ sudo ufw enable 
$ sudo ufw status












Connect Zap Desktop with a Connection String

We will connect Zap to the RaspiBolt using a connection string that includes the connection and authentication information. This   option is available starting with Zap 0.4.0 beta.


On the Pi:


	Install LndConnect:

$ cd /tmp
$ wget https://github.com/LN-Zap/lndconnect/releases/download/v0.1.0/lndconnect-linux-armv7-v0.1.0.tar.gz
$ sudo tar -xvf lndconnect-linux-armv7-v0.1.0.tar.gz --strip=1 -C /usr/local/bin







	Generate the Connection String

$ sudo lndconnect --lnddir=/home/admin/.lnd -i -j





Copy the resulting text starting with lndconnect://...








Configure Zap:


	Start Zap on your desktop


	Create a new wallet


	Choose the Connect to your node option[image: _images/71_zap_desktop1.png]Zap welcome screen


	Paste the Connection String generated with LndConnect


	Confirm and Connect


	Confirm the settings on the following screen and you are done!
[image: _images/71_zap_desktop4.png]Zap Desktop wallet
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Bonus guide: Zap iOS Lightning Wallet

Difficulty: medium

This guide describes how to use Zap iOS from within your own network, the same that also connects your RaspiBolt.

[image: _images/72_zapios.png]Zap iOS

Zap is a free Lightning Network wallet focused on good user experience and ease of use. It is in alpha testing, so use it at your own risk. You can find more details in the Zap iOS GitHub repository [https://github.com/LN-Zap/zap-iOS]. If you find bugs, you can contribute to this project by reporting issues [https://github.com/LN-Zap/zap-iOS/issues].


Preparation on the RaspiBolt


Prepare LND Node for gRPC access

First we make sure that LND is listening for connections from other computers on the gRPC interface.


	Login as user “admin”


	Allow connections to the RaspiBolt from your own network. Check how the ip address of your Pi is starting with, eg. 192.168.0 or 192.168.1 , and use the address accordingly. Ending with .0/24 will allow all IP addresses from that network.

Add the following lines to the section [Application Options]:$ sudo nano /home/bitcoin/.lnd/lnd.conf

rpclisten=0.0.0.0:10009
tlsextraip=0.0.0.0







	Delete tls.cert (restarting LND will recreate it):$ sudo rm /home/bitcoin/.lnd/tls.*


	Restart LND :$ sudo systemctl restart lnd


	Copy the files tls.cert and lnd.conf to user “admin”, as it is needed for lncli:

$ sudo cp /home/bitcoin/.lnd/{tls.cert,lnd.conf} /home/admin/.lnd
$ sudo cp /home/bitcoin/.lnd/data/chain/bitcoin/mainnet/admin.macaroon /home/admin/.lnd/data/chain/bitcoin/mainnet







	Unlock wallet$ lncli unlock


	Allow the ufw firewall to listen on 10009 from the LAN:$ sudo ufw allow from 192.168.0.0/24 to any port 10009 comment 'allow LND grpc from local LAN'


	restart and check the firewall:$ sudo ufw enable$ sudo ufw status







Install LND Connect

The nifty helper tool LND Connect helps to pair the RaspiBolt with the iPhone, encoding connection and authorization information either into a QR code or a connection string.


	As user “admin”, download, extract and install the current release from the release page [https://github.com/LN-Zap/lndconnect/releases].

$ cd /tmp
$ wget https://github.com/LN-Zap/lndconnect/releases/download/v0.1.0/lndconnect-linux-armv7-v0.1.0.tar.gz
$ sudo tar -xvf lndconnect-linux-armv7-v0.1.0.tar.gz --strip=1 -C /usr/local/bin







	Display the help page to make sure it works.

$ lndconnect -h














Connect Zap iOS to your RaspiBolt


	Now simply run lndconnect to generate the QR code we’ll scan from our iPhone

$ lndconnect --lnddir=/home/admin/.lnd -i





Depending on your screen size use CMD++ and CMD+- to adjust the size of the QR code.



	If you can’t resize the QR code or have visualization problems, you can


	add the option -j to the above command and generate a code you can copy/paste into the app


	or use the option -o to write the QR code into a PNG image.




See https://github.com/LN-Zap/lndconnect for more details.



	Open the Zap iOS on your phone.


	Scan the QR code and check/modify the ip address you want to use to connect. It should be something like 192.168.x.x.[image: _images/72_zapios_scan.png]Zap IOS scan example


	A successful connection will take you into the Zap iOS application:[image: _images/72_zapios_succesful.png]Zap iOS succesful example




⚠️ REMEMBER: If you change lnd.conf you need to delete & recreate the tls.cert, and also re-create and re-scan the QR code from the Zap iOS app. Do not forget to copy the new tls.cert and admin.macaroon files to the admin user.

👉 It is perfectly possible to use Zap iOS on-the-go (from the public internet) and connect to your node at home, but this involves creating new TLS certificates and reduces security. You need to set tlsextraip=<YOUR_PUBLIC_IP> and allow the ufw firewall to listen on 10009 from everywhere.
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Bonus guide: Connect Zeus App Over Tor

Difficulty: medium

Download the Zeus app, APKs available here: https://github.com/ZeusLN/zeus/releases,
on F-Droid and Google Play.

Log in to your RaspiBolt through ssh.

Edit torrc with sudo nano /etc/tor/torrc and add the following lines (myandroid can be unique):

HiddenServiceDir /var/lib/tor/lnd_api/
HiddenServiceVersion 2
HiddenServiceAuthorizeClient stealth myandroid
HiddenServicePort 8080 127.0.0.1:8080
HiddenServicePort 10009 127.0.0.1:10009





Save (Ctrl+O, ENTER) and exit (Ctrl+X)

Restart Tor:

$ sudo systemctl restart tor





View the private credentials of your new hidden service. The first part is the onion address, the second part is the secret.

$ sudo cat /var/lib/tor/lnd_api/hostname
z1234567890abc.onion AbyZXCfghtG+E0r84y/nR # client: myandroid





Download Orbot for Android. https://guardianproject.info/apps/orbot/

Open Orbot. Click the ⋮, select hidden services ˃, select Client cookies.

Press the + button on the lower right. Type in the the onion address and secret cookie you revealed with sudo cat /var/lib/tor/lnd_api/hostname.Must enter onion address and add .onion to end in address area.For the cookie you need all the information including [cookie] # client : [client]So for example:AbyZXCfghtG+E0r84y/nR # client: myandroid

Go back to Orbot’s main screen, and select the gear icon under tor enabled apps.Add Zeus, then press back.Click stop on the big onion logo.Exit orbot and reopen it. Turn on VPN Mode.Start your connection to the Tor network by clicking on the big onion (if it has not automatically connected already)

On your Raspibolt, make sure Go is installed (should be v1.11 or higher):

$ go version 





If need to install Go, run these:

$ wget https://storage.googleapis.com/golang/go1.11.linux-armv6l.tar.gz
$ sudo tar -C /usr/local -xzf go1.11.linux-armv6l.tar.gz
$ sudo rm *.gz
$ sudo mkdir /usr/local/gocode
$ sudo chmod 777 /usr/local/gocode
$ export GOROOT=/usr/local/go
$ export PATH=$PATH:$GOROOT/bin
$ export GOPATH=/usr/local/gocode
$ export PATH=$PATH:$GOPATH/bin





Install lndconnect [https://github.com/LN-Zap/lndconnect]:

$ cd ~/download
$ wget https://github.com/LN-Zap/lndconnect/releases/download/v0.1.0/lndconnect-linux-armv7-v0.1.0.tar.gz
$ sudo tar -xvf lndconnect-linux-armv7-v0.1.0.tar.gz --strip=1 -C /usr/local/bin





Switch to user bitcoin and generate the LND connect URI QR code:It will be a big QR code so maximize your terminal window and use CTRL - to shrink the code further to fit the screen.
Replace the host variable with the onion address previously generated.

$ sudo su bitcoin
$ lndconnect --lnddir=/home/bitcoin/.lnd --host=z1234567890abc.onion --port=8080





Scan it with Zeus and you are done.





          

      

      

    

  

    
      
          
            
  
Bonus guide: Automatic backup of static.channel to your Dropbox

Difficulty: easy

Since lnd V0.6, Static Channel Backups (SCB) is supported. In a nutshell, every time a channel changes, lnd writes a new copy of the channels.backup file. For more details, see v0.6-beta Release Notes
This guide explains one way to automatically upload the channels.backup file on changes, to your Dropbox
The following scripts were created by Vindard [https://github.com/vindard]


Risk : Minimal

The channels.backup file is encrypted so that it is safe to transmit over the Internet and to store on (e.g.) a cloud server.




Requirements: lnd version higher than 0.6




Setup Dropbox API Key

In your web browser, do the following:


	Go to https://www.dropbox.com/developers/apps/create and sign in


	Choose Dropbox Api

[image: _images/dropbox-1.png]Dropbox API 1



	Choose App Folder

[image: _images/dropbox-2.png]Dropbox API 2



	Name your app and click Create App to proceed

[image: _images/dropbox-3.png]Dropbox API 3



	On the settings page for your new app, scroll down to OAuth 2 and click Generate

[image: _images/dropbox-4.png]Dropbox API 4



	You will now see a string of letters and numbers appear. This is your Api Token. Copy this token and keep it safe for the next steps. This api token will be referenced as <dropbox-api-token> in the next step.







Preparation on the RaspiBolt

As user “admin”, download the script, make it executable and move to the global bin folder.

$ cd /home/admin/download/
$ wget https://gist.githubusercontent.com/vindard/e0cd3d41bb403a823f3b5002488e3f90/raw/4bcf3c0163f77443a6f7c00caae0750b1fa0d63d/lnd-channel-backup.sh

# check script & modify with your <dropbox-api-token> (third line)
$ sudo nano lnd-channel-backup.sh

$ sudo chmod +x lnd-channel-backup.sh
$ sudo mv lnd-channel-backup.sh /usr/local/bin








Setup script as systemd service (start automatically on system startup)

$ sudo nano /etc/systemd/system/backup-channels.service

[Service]
ExecStart=/usr/local/bin/lnd-channel-backup.sh
Restart=always
RestartSec=1
StandardOutput=syslog
StandardError=syslog
SyslogIdentifier=backup-channels
User=root
Group=root

[Install]
WantedBy=multi-user.target





Start

$ sudo systemctl start backup-channels

Monitor

$ journalctl -fu backup-channels

Run at boot

$ sudo systemctl enable backup-channels




Test

You will now cause the channel.backup to change and see if the copy gets uploaded to your webserver.

$ sudo touch /home/bitcoin/.lnd/data/chain/bitcoin/mainnet/channel.backup

Logon to your dropbox and see if you have a new file.
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Can I get rich by routing Lightning payments?

Nobody knows. Probably not. You will get minimal fees. I don’t care. Enjoy the ride!




Can I attach the Ext4 formatted hard disk to my Windows computer?

The Ext4 file system is not compatible with standard Windows, but with additional software like  Linux File Systems [https://www.paragon-software.com/home/linuxfs-windows/#faq] by Paragon Software (they offer a 10 days free trial) it is possible.




What do all the Linux commands do?

This is a (very) short list of common Linux commands for your reference. For a specific command, you can enter man [command] to display the manual page (type q to exit).

| command | description | example |
| – | – | – |
| cd | change to directory | cd /home/bitcoin |
| ls | list directory content | ls -la /mnt/hdd |
| cp | copy | cp file.txt newfile.txt |
| mv | move | mv file.txt moved_file.txt
| rm | remove | rm temporaryfile.txt
| mkdir | make directory | mkdir /home/bitcoin/newdirectory
| ln | make link | ln -s /target_directory /link
| sudo | run command as superuser | sudo nano textfile.txt
| su | switch to different user account | sudo su bitcoin
| chown | change file owner  | chown bitcoin:bitcoin myfile.txt
| chmod | change file permissions | chmod +x executable.script
| nano | text file editor | nano textfile.txt
| tar | archive tool | tar -cvf archive.tar file1.txt file2.txt
| exit | exit current user session | exit
| systemctl | control systemd service | sudo systemctl start bitcoind
| journalctl | query systemd journal | sudo journalctl -u bitcoind
| htop | monitor processes & resource usage | htop
| shutdown | shutdown or restart Pi | sudo shutdown -r now




Where can I get more information?

If you want to learn more about Bitcoin and are curious about the inner workings of the Lightning Network, the following articles in Bitcoin Magazine offer a very good introduction:


	What is Bitcoin? [https://bitcoinmagazine.com/guides/what-bitcoin]


	Understanding the Lightning Network [https://bitcoinmagazine.com/articles/understanding-the-lightning-network-part-building-a-bidirectional-payment-channel-1464710791/]


	Bitcoin resources: http://lopp.net/bitcoin.html


	Lightning Network resources: lnroute.com [http://lnroute.com]







How to upgrade Bitcoin Core?

The latest release can be found on the Github page of the Bitcoin Core project. Make sure to read the Release Notes, as these can include importantupgrade information.https://github.com/bitcoin/bitcoin/releases


	You might want to create a backup of your system first.


	As “admin” user, stop the lnd and bitcoind system units$ sudo systemctl stop lnd$ sudo systemctl stop bitcoind


	Download, verify, extract and install the Bitcoin Core binaries as described in the Bitcoin section of this guide.


	Start the bitcoind and lnd system units$ sudo systemctl start bitcoind$ sudo systemctl start lnd




:information_source: Please be aware that the internal data structure of Bitcoin Core changed from 0.16 to 0.17. If you download the blockchain using a different computer, make sure to use the same version. If you upgrade to 0.17, the data structure is converted automatically (can take a few hours) and it’s not possible to use that data with older versions anymore.




How to upgrade LND?

Upgrading LND can lead to a number of issues. Please always read the LND release notes [https://github.com/lightningnetwork/lnd/releases] completely to understand the changes. These also cover a lot of additional topics and many new features not mentioned here.


	You might want to create a backup of your system first


	Check your lnd version
$ lnd --version




Starting with version 0.5, pgrading LND got more reliable. When upgrading from an earlier version (< v0.5), please follow the detailed procedure in the next section, otherwise you can do a standard update described here.


	As “admin” user, stop lnd system unit$ sudo systemctl stop lnd


	Remove old stuff, then download, verify and install the latest LND binaries as described in the Lightning section of this guide.


	Restart the services with the new configuration and unlock the wallet with the “bitcoin” user.

$ sudo systemctl restart bitcoind
$ sudo systemctl restart lnd
$ sudo su - bitcoin
$ lncli unlock
$ exit










Upgrading LND Version < 0.5


	I would recommend to close your channels first, as there have been a number of issues with stuck funds that require very technical work to resolve them.


	As “admin” user, stop lnd system unit.$ sudo systemctl stop lnd


	delete the macaroon files.$ sudo rm /home/bitcoin/.lnd/*.macaroon


	Remove old stuff, then download, verify and install the latest LND binaries

$ cd /home/admin/download
$  rm -f lnd-linux* manifest* pgp_keys.asc
$ wget https://github.com/lightningnetwork/lnd/releases/download/v0.5-beta/lnd-linux-armv7-v0.5-beta.tar.gz
$ wget https://github.com/lightningnetwork/lnd/releases/download/v0.5-beta/manifest-v0.5-beta.txt
$ wget https://github.com/lightningnetwork/lnd/releases/download/v0.5-beta/manifest-v0.5-beta.txt.sig
$ wget https://keybase.io/roasbeef/pgp_keys.asc

$ sha256sum --check manifest-v0.5-beta.txt --ignore-missing
> lnd-linux-armv7-v0.5-beta.tar.gz: OK

$ gpg ./pgp_keys.asc
> BD599672C804AF2770869A048B80CD2BB8BD8132

$ gpg --import ./pgp_keys.asc
$ gpg --verify manifest-v0.5-beta.txt.sig
> gpg: Good signature from "Olaoluwa Osuntokun <laolu32@gmail.com>" [unknown]
> Primary key fingerprint: BD59 9672 C804 AF27 7086  9A04 8B80 CD2B B8BD 8132
>      Subkey fingerprint: F803 7E70 C12C 7A26 3C03  2508 CE58 F7F8 E20F D9A2

$ tar -xzf lnd-linux-armv7-v0.5-beta.tar.gz
$ sudo install -m 0755 -o root -g root -t /usr/local/bin lnd-linux-armv7-v0.5-beta/*
$ lnd --version
> lnd version 0.5.0-beta commit=3b2c807288b1b7f40d609533c1e96a510ac5fa6d







	Starting with 0.5 release, LND expects two different ZMQ sockets for blocks and transactions. Edit bitcoin.conf, save and exit.

$ sudo nano /home/bitcoin/.bitcoin/bitcoin.conf  
zmqpubrawblock=tcp://127.0.0.1:28332
zmqpubrawtx=tcp://127.0.0.1:28333







	The option debughtlc is no longer allowed and needs to be deleted. Edit lnd.conf, save and exit.

$ sudo nano /home/bitcoin/.lnd/lnd.conf  
#debughtlc=true







	Restart the services with the new configuration and unlock the wallet with the “bitcoin” user. This creates a new set of macaroons (explained below).

$ sudo systemctl restart bitcoind
$ sudo systemctl restart lnd
$ sudo su - bitcoin
$ lncli unlock
$ exit









The macaroons are now located under the chain data directory for each supported network. For example, the mainnet admin macaroon for Bitcoin is now located here:/home/bitcoin/.lnd/data/chain/bitcoin/mainnet/admin.macaroon


	Copy the new set of macaroons to your admin user, otherwise this user cannot use lncli. The new macaroon location also affects the auto-unlock script you might be running.


	For mainnet use these commands:

$ rm /home/admin/.lnd/admin.macaroon
$ mkdir -p /home/admin/.lnd/data/chain/bitcoin/mainnet/
$ sudo cp /home/bitcoin/.lnd/data/chain/bitcoin/mainnet/admin.macaroon /home/admin/.lnd/data/chain/bitcoin/mainnet/
$ sudo cp /home/bitcoin/.lnd/tls.cert /home/admin/.lnd
$ sudo chown -R admin:admin /home/admin/.lnd
$ lncli getinfo







	If you’re on testnet, use the commands for mainnet above, but replace the directory “mainnet” with “testnet”. You will also need to always use lncli --network=testnet, so for example lncli --network=testnet getinfo. See the release notes [https://github.com/lightningnetwork/lnd/releases] on how to create an alias to avoid typing this every time.






	Don’t forget to unlock your wallet & check logs$ lncli unlock$ sudo journalctl -u lnd -f









Why do I need the 32 bit version of Bitcoin when I have a Raspberry Pi 3 with a 64 bit processor?

At the time of this writing (July 2018) there is no 64 bit operating system for the Raspberry Pi developed yet. The 64 bit processors of the Raspberry 3 versions are running in 32 bit compatibility mode with a 32 bit operating system.


Setting a fixed address on the Raspberry Pi

If your router does not support setting a static ip address for a single device, you can also do this directly on the Raspberry Pi.

This can be done by configuring the DHCP-Client (on the Pi) to advertise a static IP address to the DHCP-Server (often the router) before it automatically assigns a different one to the Raspberry Pi.


	Get ip address of default gateway (router).Run netstat -r -n and choose the IP address from the gateway column which is not 0.0.0.0. In my occasion it’s 192.168.178.1.


	Configure the static IP address for the Pi, the gateway path and a DNS server.The configuration for the DHCP client (Pi) is located in the /etc/dhcpcd.conf file:

sudo nano /etc/dhcpcd.conf





The following snippet is an example of a sample configuration. Change the value of static routers and static domain_name_servers to the IP of your router (default gateway) from step 1. Be aware of giving the Raspberry Pi an address which is OUTSIDE the range of addresses which are assigned by the DHCP server. You can get this range by looking under the router configurations page and checking for the range of the DHCP addresses. This means, that if the DHCP range goes from 192.168.178.1 to 192.168.2.99 you’re good to go with the IP 192.168.178.100 for your Raspberry Pi.

Add the following to the /etc/dhcpcd.conf file:

# Configuration static IP adress (CHANGE THE VALUES TO FIT FOR YOUR NETWORK)
interface eth0
static ip_address=192.168.178.100/24
static routers=192.168.178.1
static domain_name_servers=192.168.178.1







	Restart networking systemsudo /etc/init.d/networking restart






<< Back: Troubleshooting
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The RaspiBolt Guide is now available on GitHub Pages:

https://stadicus.github.io/RaspiBolt/

This repository contains all sources and is used for Issue tracking.
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root@RaspiBolt:/home/adming ufw status
Status: active

To Action

22
9735 ALLOW
2333 ALLOW
18333 ALLOW
9735 (v6) ALLOW
8333 (v6) ALLOW
18333 (v6) ALLOW
Anywhere ALLOW

root@RaspiBolt: /home/adnint [

From
192.168.0.0/24
Anywnere

Anywnere

Anywnere

Anyunere (v6)

Anyunere (v6)

Anyunere (v6)
192.168.1.0/24 1900/udp

allow
allow
allow
allow
allow
allow
allow
allow

SSH from local LAN
Lightning

Bitcoin mainnet

Bitcoin testnet
Lightning
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P admin@RaspiBolt:

#authorizedkeysCommandUser nobody

# For this to work you will also need host keys in /etc/ssh/ssh_known hosts
#Hostbasedhuthentication no

# Change to yes if you don't trust ~/.ssh/known hosts for

# HostbaseaAuthentication

#IgnoreUserknounHosts no

# Don't read the user's ~/.rhosts and ~/.shosts files

#1gnoremnosts ves

# To disable tunneled clear text passwords, change to no here!
Passwordhuthentication nof
PermitEnptyPasswords no

# Change to ves to enable challenge-response passwords (beware issues with
¢ some PRM modules and threads)

ChallengeResponseAuthentication no

# Kerberos options

Get Help ! Write Out

Where Is cut Text Justify Cur Pos
Exit Read File @) Replace Uncut Text]

To Spell Go To Line
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bitcoin@RaspiBolt

total 24

drwxr-xz-x 2 bitcoin

drwxr-xz-x 5 root

- 1 bitcoin

—rw-z--z—- 1 bitcoin
1 bitcoin
1 bitcoin

1 bitcoin
bitcoin@RaspiBolc

$1s -la

bitcoin
zoot

bitcoin
bitcoin
bitcoin
bitcoin
bitcoin

2096
2096
76
220
3523
16
a5

.pash_history

-bash_logout

_pashrc

.bitcoin -> /mnt/hdd/bitcoin
-profile
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admin@RaspiBolt:~/download $ sha256sum --check SHA256SUMS.asc --ignore-missing
bitcoin-0.17.1-arm-linux-gnueabihf.tar.gz: OK

sha256sum: WARNING: 20 lines are improperly formatted
admin@RaspiBolt:~/download $ gpg --import ./laanwj-releases.asc

key 90C8019E36C2E064:

25 signatures not checked due to missing keys

gpg: key 90C8019E36C2E964: "Wladimir J. van der Laan (Bitcoin Core binary release signing key) <laanwj@gmail.com>" not changed
gpg: Total number processed: 1

apg: unchanged: 1

admin@RaspiBolt:~/download $ gpg --verify SHA256SUMS.asc

gpg: Signature made Tue 25 Dec 2018 09:03:05 CET

apg: using RSA key 90C8019E36C2E964
gpg: Good signature from "Wladimir J. van der Laan (Bitcoin Core binary release signing key) <laanwj@gmail.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!

gpg There is no indication that the signature belongs to the owner.
Primary key fingerprint: 01EA 5486 DE18 A882 DAC2 6845 90C8 019E 36C2 E964
admin@RaspiBolt:~/download $ |
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bitcoin@RaspiBolt:~ $ lncli create
Input wallet password:
Confirm wallet password:

Do you have an existing cipher seed mnemonic you want to use? (Enter v/n): n

Your cipher seed can optionally be encrypted.
Input your passphrase you wish to encrypt it (or press emter to proceed Without a cipher seed passphrase):

Generating fresh cipher sesd.

111Y0U MUST WRITE DOWN THIS SEED TO BE ABLE TO RESTORE THE WALLET!!!

BEGIN LND CIPEER SEED-

1. about 2. jungle 3. vocal
5. nuclear 6. flavor 7. matter =

9. situate 10. decade  1l. cart

13. track  14. puzzle  15. lounge =
17. begin  18. valley  19. volume =

21. scatter 22. comsider 23. rubber =

END LND CIPHER SEED-

111Y0U MUST WRITE DOWN THIS SEED TO BE ABLE TO RESTORE THE WALLET!!!

Ind successfully initializedr
bitcoin@RaspiBolt:~ § ||
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admin@RaspiBolt:~ 3 sudo 1s -la /home/bitcoin/.lnd/

total 28
drwxr-xz-x 4 bitcoin
drwxr-xz-x § bitcoin
4 bitcoin
bitcoin
bitcoin
bitcoin
1 bitcoin

bitcoin 4096
bitcoin 4096
bitcoin 4096
bitcoin 365
bitcoin 4096
bitcoin 733
bitcoin 227

13
13
13
13
13
13
13

0 tls.key

admin@RaspiBolt:~ $ sudo 1s -la /home/bitcoin/.lnd/data/chain/bitcoin/testnet/

total 108
drwx-- bitcoin
bitcoin
bitcoin
bitcoin
bitcoin
bitcoin
bitcoin

PRSP

bitcoin 4096 Nov
bitcoin 4096 Nov
bitcoin 232 Nov
bitcoin 115 Nov
bitcoin 32768 Nov
bitcoin 183 Nov
bitcoin 131072 Nov

13
13
13
13
13
13
13

22:37
22:37

22:37
22:37
22:37

admin.macaroon
FrE—
readonly.macaroon
wallet.db
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id (code=e:
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/systen.slice/bitcoind.service

Lss7 /usc/:
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admin@- ‘- raspiblitz:~/download $ sha256sum --check manifest-v@.5-beta.txt --ignore-missing

1nd-linux-armv7-v@.5-beta.tar.gz: 0K

admin@ " 4-raspiblitz:~/download $ gpg ./pgp_keys.asc

gpg: directory ‘/home/admin/.gnupg’ created

gpe: keybox '/home/admin/.gnupg/pubring.kbx' created

gpg: WARNING: no command supplied. Trying to guess what you mean ...

pub  rsad096 2018-89-13 [SC] [expires: 2019-09-13]
BD599672C804AF2770869A048B80CD2BB8BD8132

uid Olaoluwa Osuntokun <laclu32@gmail.com>

sub  rsad096 2018-089-13 [E] [expires: 2019-89-13]

sub  rsad096 2018-89-13 [S] [expires: 2019-89-13]

sub  rsad096 2018-89-13 [A] [expires: 2019-89-13]

admin@~ s~ raspiblitz:~/download $ gpg --import ./pgp_keys.asc

gpg: /home/admin/ .gnupg/trustdb.gpg: trustdb created

gpg: key 8B8OCD2BB8BD8132: public key "Olaoluwa Osuntokun <laolu32@gmail.com>" imported

gpg: Total number processed: 1

gpg: imported: 1

adminge-raspiblitz:~/download $ gpg --verify manifest-ve.5-beta.txt.sig

gpg: assuming signed data in 'manifest-v@.5-beta.txt'

gpg: Signature made Fri 14 Sep 2018 22:26:49 CEST

gpe: using RSA key F8@37E7@C12C7A263C032508CES8F7F8E20FDIA2

gpg: Good signature from "0laoluwa Osuntokun <laolu32@gmail.com>" [unknown]

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.

Primary key fingerprint: BD59 9672 (804 AF27 7086 9A@4 8B8@ CD2B BSBD 8132
Subkey fingerprint: F8@3 7E7@ C12C 7A26 3C@3 2508 CE58 F7F8 E20F D9A2

admin@e#ss raspiblitz:~/download $
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admin@RaspiBolt:~/download S sudo journalctl -f -u lnd
—- Logs begin at Thu 2016-11-03 18:16:42 CET. —

Mar 17 23:36:58 RaspiBolt 1nd[1100]:
Mar 17 23:36:58 RaspiBolt 1nd[1100]: Automatically

Mar 17 23: RaspiBolt 1nd[1100]: 2018-03-17 23:36:58.091 [INF]
Mar 17 23 RaspiBolt 1nd[1100]: 2018-03-17 23 .01 [INF]
Mar 17 23 RaspiBolt 1nd[1100]: 2018-03-17 23 .107 [INF]
Mar 17 23: RaspiBolt 1nd[1100]: 2018-03-17 23: .107 [INF]
Mar 17 23 RaspiBolt 1nd[1100]: 2018-03-17 23 115 [INF]
Mar 17 23: RaspiBolt 1nd[1100]: 2018-03-17 23 129 [1NF]
Mar 17 23 RaspiBolt 1nd[1100]: 2018-03-17 23 .129 [INF]
Mar 17 23:36:5% RaspiBolt 1nd[1100]: 2018-03-17 23: -130 [INF]
create wallet, or ‘lncli unlock’ to unlock already created wallet.

LTND!
crps!

RECS:

RECS

RECS:

RECS

LTND:

Attempting automatic REC configuration to bitcoind
obtained bitcoind's REC credentials
LTND:

Version 0.4.0-alpha
Active chain: Bitcoin (network=testnet)

Checking for schema update: latest_version=0, db_version:
Generating TLS certificates...

Done generating TLS certificates

password REC server listening on 127.0.0.1:10008
password gREC proxy started at 127.0.0.1:8080

Waiting for wallet encryption password. Use "lncli create’

o
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bitcoin@RaspiBolt:~ $ 1s -la

total 28

drwxr-xz-x 3 bitcoin bitcoin 4096 .

drwxr-xz-x S root  root 4096

- bitcoin bitcoin 530 -bash_nistory
bitcoin bitcoin 220 -bash_logout
bitcoin bitcoin 3523 _pashrc

bitcoin bitcoin 7 .bitcoin -> /mnt/hdd/bitcoin
bitcoin bitcoin 8 .1nd -> /mnt/hdd/lnd
bitcoin bitcoin 4096 Mar 17 23:09 .nano

1 bitcoin bitcoin 675 Mar 17 21:48 .profile

bitcoin@RaspiBolt

[Apeptpep
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